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Use of this product (the “Software”) is subject to acceptance of the license agreement presentedin
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Chapter 1

What's New

This document contains important information about Retrospect Backup 19 for Mac. Please read it
carefully.

The Retrospect website is regularly updated with the most recent supportinformation for Retrospect
andrelated products, including the following:

Retrospect Support
Retrospect Updates
Release Notes

Retrospect Cloud Storage

With Retrospect Backup 19, businesses around the world can now protect their critical infrastructure
onRetrospect Cloud Storage, with complete support forimmutable backups and anomaly detection,
as well as on-premise with Retrospect’s deep support for NAS devices and tape libraries.

Retrospect Cloud Storage is built on Wasabi Technologies' Hot Cloud Storage, providing lightning-
fast object storage. Retrospect Cloud Storage leverages that foundation to provide advanced data
protection features like immutable backups. With Retrospect’s AES-256 at-rest encryption, sensitive
data canbe backed up to Retrospect Cloud Storage but guaranteed to remain private from the
underlyinginfrastructure provider, including Retrospect and Wasabi Technologies. Using Retrospect
Cloud Storage and the multi-homed backups with the 3-2-1backup rule, businesses are fully
protected and encrypted fromransomware attacks with on-premise and cloud backups.

Retrospect Cloud Storage is available as a subscription license, compatible with both perpetual and
subscriptionlicenses. It's available as tiers of 1TB, 5TB, and 10TB.

If you do not have a Retrospect Management Console account and you click on the link for Retrospect
19 with Retrospect Cloud Storage, you'll see a page like this. We allow you to download the Retrospect
application with the license included without signing in, but for security, you must create an account
and signinto access Retrospect Cloud Storage.
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https://www.retrospect.com/en/support
https://www.retrospect.com/en/support/downloads
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eoce @ | ® Backup Server - Retrospect Mz X | + ~

< C OD = ———e e T — = === ¢ Q Search 9 =
Retrospect LogIn SignUp Help
D Compary
@ Backup Server (Il =" ==t —————m))
Name

Backup Server

Version
Subscription 3 Year Single Server 20 Premium (./== vig)- = =3
Security

This is a new account on Retrospect Management Console.  send iink to create password

1Licenses

License Code Product Belongs To

ro——— ©  Subscription 3 Year Single Server 20 Premium ( /8818 ) @ Backup Server

Retrospect Cloud Storage

A Please log in to view details on Retrospect Cloud Storage and include access to it in your customized installer.

Deploy Retrospect

First, download the installer below, which incorporates your licenses. Then follow the setup instructions at Getting Started to
deploy Retrospect.

Afteryousignin, you'll see a page like this.

ese <> m o= — ol o) a s
Retrospect Dashboard  Settings Help Log out
e

@ = (I Retrospect, Inc.)
Name

= Update
Version

Subscription 1 Month Multi Server ( ./== v19..0191) -

1

1Licenses Add iconse | S———_
License Code Product Belongs To
L I —— = ©  Subscription 1 Month Multi Server ( &/88v18 ) ® rsmb2
Retrospect Cloud Storage Py T —
Total Licensed Location Access Key Secret Key
Texas, United States (us-central-1) Update
&107B N, | treretstetatnesasasnesarsnssssnsnsanen =

URL: s3.us-central-1 retrospectcloud.com

Deploy Retrospect

First, download the installer below, which incorporates your licenses. Then follow the setup instructions at Getting Started to
deploy Retrospect.

When you download Retrospect from Retrospect Management Console, your license and Retrospect
Cloud Storage credentials are included in the personalized configuration file embedded in the
download. Afteryouinstall and launch Retrospect, Retrospect will automatically set up a cloud volume
foryour Retrospect Cloud Storage account, available in the First Launch wizard.

Retrospect Virtualis fully certified with Retrospect Cloud Storage as well. When you set up a backup
set, select "S3-Compatible Storage” and enter the URL, Access Key, and Secret Key from your
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Retrospect Management Console engine page.

=1 Backup Wizard - Backup Policy

Set up & Backup Policy
Sources Destination
g
@ Local Disk (C:) = <& Cloud Stora
2} My Network Places T Retrospec
@ < Cloud Storage
4
teb Gustomize | 7§

|

Set up "Backup Policy"

Sources
“JAll Clients
J Al Cloud
J All Email
Al Local
ZAll Shares
@ Retrospect Cloud Storage
[ synology

s

File Types  User Files and Settings

Cancel

Backup Assistant - My Brand New Server

Destination
@ Retrospect Cloud Storage

5

Backup Set Name Media Set A

Customize... Start Now

OnWindows and Mac, your Retrospect Cloud Storage information is displayed in Preferences > Cloud.

548 R @ e

General Security Clients Cloud Media Network E-mail Rules

Server

P

Preferences

®© -

Licenses Management Update Console
Limit backup bandwidth to Mbps
Limit restore bandwidth to Mbps

Use Retrospect Cloud Storage

Access Key

Secret Key

Path

Manage Retrospect Cloud Account

Use Default

Retrospect Backup 19: Backup Comparison

Businesses need to understand not only whatis in a backup but what changed between backups.
Using anomaly detection and backup comparison, administrators can identify exactly which files
changedto signal an anomaly and evaluate their contents to isolate valid ransomware infections.
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If you have a backup that contains more files than you were expecting, backup comparison allows you
to drillinto exactly which files changed to understand why the backup was bigger.

OnWindows: Select abackup set and click "Compare". You can then apply a selector to the results.
This is useful if you want to compare backups then use the Anomaly Detection selector to identify
which files were detected as anomalies.

OnMac: Select abackup setand click "Compare". Please note that the Mac applicationis not able to
apply a selectorto theresults.

& Contents Report =[olx]

=) Creating contents browser...
w p Set and session(s).

5 & Backup SetA 3/9/2022 |
& C:\Backup Me Up 3/1/2022 More...
&) C:\Folder A 3/1/2022

) Differences between 3/9/2022 8:52:36 AM and 3/9/2022 8:53:45 AM =10l x|
Sessions contained in E__Folder 1...
S X | 2 83 S |[= [Modhed @ ‘
Name Source Files Backup Date EREN 0 files, zero
(3 Folder 1 2fles  3/9/2022 12:14:35PM A | Fiags Name Size Modified
(3) Folder 1 1 files 3/9/2022 8:54:45 AM [ = ) Folder1
3/9/2022 8:53:45 AM [ [ bat changes. txt 3K 03/09/2022 4:48:58PM
3/9/2022 8:52:36 AM [ [ Bug 9795.txt 10K 11/02/2021 11:51:41PM
[ [ Fie A.txt 1K 03/09/2022 4:48:37PM
O [3 SQL notes. txt 2K 03/09/2022 4:19:31PM
(] # () Insider

Retrospect Backup 19: Cloud Performance Improvements

Retrospect Backup 19 includes cloud performance improvements to increase upload speeds to cloud
storage providers up to twice as fast. No change is necessary in the script or backup set, and you will
see the performance increase on existing backup sets as well as new ones.

Under the hood, Retrospect now supports multi-part upload for compatible cloud providers, including
Amazon S3, Microsoft Azure Blob Storage, Backblaze B2 (with S3 API), and Wasabi. Instead of
uploading one 600MB RDB file at a time, Retrospect initiates 10 uploads of 5MB chunks of the 600MB
RDB file. This approachis able to saturate more of your internet connection as well as recover faster if
thereis atemporary connection error. These are the settings that optimize upload speeds across the
array of situations that we tested, but Retrospect also supports customization of these settings
through the INIfile.

Inaddition tointernal performance increases, Retrospect continues to be on the leading edge for
global cloud storage certifications. The fastest connection speeds will be to local data centers. Please
locate the data center nearest you when you use Retrospect for cloud backup.

Retrospect Backup 19: LTO-9 Tape Suppport

Retrospect Backup 19 now supports LTO-9 tapes with certifications for the latest from HPE, IBM,

CHAPTER 1 « WHAT'S NEW 8



Quantum, and MagStor.

Retrospect Backup 19: Multi-Factor Authentication (MFA) and
Encryption

Identity protectionisimportant even for on-premise applications. Retrospect Backup will support
configuration encryption and multi-factor authentication combined with a password prompt. Eveniif
an attacker gains administrative access to the computer where Retrospect Backup runs, they will not
be able to access the program or the configuration files.

OnWindows: In Preferences, select "Advanced". You can select "Encrypt configuration files" (if you
have a password configured) and "Use Multi-Factor Authentication". We recommend using the "View
QR Code" foradding Retrospect to your MFA mobile app.

OnMac:InPreferences, select "Security". You can select "Encrypt configuration files" (if you have a
password configured) and "Use Multi-Factor Authentication". We recommend using the "View QR
Code" foradding Retrospect to your MFA mobile app.

When you set up multi-factor authentication and attempt to login again, Retrospect will ask for your
password and the one-time verification code. If you lose your way to generate the one-time codes,
Retrospect allows youto click "Recover...", and it will send you an email with the secret key included.

Retrospect's multi-factor authenticationis compatible with the leading MFA apps in the App Store,
including Duo, Salesforce Authenticator, Google Authenticator, Authy, and Microsoft Authenticator.

NOTE:: Email notifications are required for MFArecovery. If you do not have email set up and you lose
the ability to generate the one-time codes, you will lose access to Retrospect.
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Retrospect preferences...
Use the list box to select 2 preferences group.

= Execution ~ | Advanced preferences...
General
Sonera
ty The program password will be required 1o access Retrospect manually, Setting
a3 password does not interfere with automatic execution.
Startup . ) o
Cloud [] Lock Retrospect after 15 minutes of user inactivity
Management
5 Clents [] Encrypt configuration files
Addi Encrypt data in Config.dat and configs.xml files,
Allow dlients to (] Use Multi-Factor Authentication
E Media A Time-based One-time code (such as one provided by Google Authenticator)
Erasure will be required to access R t manually. Setting Muhi-Factor
) Ammdoam:wfaewd\mamm
Handling
Request |§eneraheNewSea‘etKey... |
Verification
= Notification Seaet Key: S
Alerts
Logging | ViewQRCode |
E-mail
Reporting
Lindates v

(o] e

MultiFactor Authentication is also enabled.

Enter the 6-digit verification code or dick Recover to have the Multi-Factor
Authentication secret key sent to the default email address.

| Recover.. | | Cancel

Forsecurity, if you are importing a configuration file that had a password and MFA set up, you will need
to use the password and one-time code to importit.

Retrospect Backup 19: Support for Microsoft Azure for
Government

Retrospect supports blob storage on Microsoft Azure for Government to enhance support for state
andlocal agencieslooking for data protectionin a US-based high-security data center.

CHAPTER 1 + WHAT'S NEW
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OnWindows and Mac, "Microsoft Azure US Gov Blob Storage" is now available in the cloud dropdown
menu.

e St O S e O e e Sl et

“ __ Member Properties for 1-Backup Set AZG4 X |

Cloud Backup Set
1-Backup Set AZG4

o

Use at most: | S GB

Member Type: ‘ /A, Microsoft Azure US Gov Blob S...

Account:

’—-T——"-—.

Container path:

l.‘:"—g__.'_'_.;

Access Key:

Use SSL
[] This member is lost or damaged
[] skip this member

Cancel

Retrospect Backup 19: Flexible Inmutable Retention Periods

Retrospect'sransomware protection allowed customers to completely protect themselves from
ransomware using immutable backups storedin their cloud. Retrospect provided an industry-leading
workflow with a sliding window of immutable protection. Data in backups that were expiring from the
window were againincludedin the next protected backup, ensuring customers always had a full
synthetic backup of every point-in-time backup within that locked window.

However, this workflow does not work for everyone. Other businesses have data that needs to be
protectedinanimmutable backup, but the data does not change often. Inthe previous workflow, that
datawasre-backed up wheneverit was exiting the sliding window.

Retrospect Backup 19 supports an additional type of retention where Retrospect extends the period
on past backupsinstead of including that data in new backups: "Update retention period for past
backups". The archival window option can be applied to anew set oradded to an existing set.

1 MAC USER'S GUIDE



. ﬁ— 5 i@
Window B @ @ »
Script Clients Share Email
MeqQia Set Iype: viuuu

Media Set Name: ‘Media Set B ‘

Catalog Location: [Library/Applicati...ospect/Catalogs Choose...

Media Set Security: None

Password:
Between 4 and 31 characters

Confirm:

Would you like Retrospect to remember this password?

Create as Storage Group
Immutable Retention Policy: 180 days /
Update retention period for past backups

\B_‘/

Retrospect Management Console: Redesigned Dashboard

Retrospect Management Console aggregates your entire infrastructure in a single pane of glass. The

il o |

most common feedback we received though was that the original dashboard provided too much data.

It was so much data that customers found it overwhelming. The redesigned dashboard improves this
aggregation to a simple set of graphs to quickly summarize the state of your environment without

adding too much detail.

CHAPTER 1 + WHAT'S NEW
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®  ® @ Retrospect Management Consc X 4 v

< (e} 00 & console.retrospect.com/react/#/dashboard/security @ A *» D

Dashboard Backup Replication Volumes Activities Settings Help Log out

2w Security Ba
Retrospect, Inc. =

— Anomaly Detection Ransomeware Protection

&

No Anomalies Detected Unprotected

20f your backups are not in policy for ransomware protection.

No anomalies were detected in your latest backups.

Backup Date  Retention Date

Files  Total Files Changed Backup

E—————— 1208 63378 1% _— 288daysago 282 days ago
_ ——— 3 77418 1% P e 289daysago 282 days ago
————— 1905 35313 1%
., CCTIMICQAeT e | 275 maan 1%
— 8 39,807 1%
187 154023 1%
38 14802 %

Geo Tracking

T T -
¥ LabradorSea
United  Denmark
G < Kingdom
reland

We planto roll out Redesigned Dashboard for Retrospect Management Console before the official
release of Retrospect Backup 19.

Retrospect Management Console: OS Compliance

The most common vector forransomware is infecting unpatched systems. Keeping systems up to date
with the latest OS versions s critical to protecting yourinfrastructure against ransomware attacks, and
now Retrospect makes it easy with OS Compliance. Retrospect Management Console lists all of the
systemsin your environment with their current OS version and notes whetherit's the latest version,
enabling you to quickly identify which systems need patching.

If you are not using Retrospect Management Console, no datais sent to Retrospect. If you are using
Retrospect Management Console, the OS informationis automatically included with the rest of the
backup data sent.

@Al > Retrospect,Inc. > rsmb E = @ Last update: 4 minutes ago

@ Dashboard | 7=Backup Report | @} Geo Tracking | =8 Compliance | X Sources | & Sets | &8 Scripts | £ Past Activities | %3 ScriptEvents | &

Deployment

Type s Name 4 Platform & Operating System s Status & Last Update s
Machine rsmb macOS 1014.6 (18G7016) A Upgrade available 5/13/2022, 3:20:31 PM

Backup Client The Cupboard Under The Stairs macOS 12,31 (21E258) @ Latest version 5/13/2022, 3:20:32 PM

Note: Machines and clients must be on version 19 to appear in the Compliance list.
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Retrospect Management Console: Multi-Factor
Authentication

Retrospect Management Console now supports Multi-Factor Authentication.

Retrospect Management Console: Audit Log

Retrospect Management Console now supports an Audit Log for tracking changes within your
account.

Bug Fixes

This latest release of Retrospectincludes fixes for numerous issues. For a list of bugs fixed in this
release, please referto the Release Notes.

CHAPTER 1 « WHAT'S NEW

14


https://www.retrospect.com/en/documentation/user_guide/mac/release_notes

Chapter 2

Quick Start Guide

Retrospect Backup is a powerful data protection suite with a multitude of features. Before we dive into
the details, let’s walk through a simple example of using Retrospect Backup to protect a Word
document on your desktop.

First Launch Experience

Retrospect Backup has been protecting data at homes and businesses since 1989. Getting a first
backup can mean the difference between success and failure as a business, and Retrospect Backup

has a simple workflow to simplify that experience while making it easier for new users to see what will
be backed up.

emursie DEFAUIL first launch backup wizard

name, can be

changed Iater \ [ ] Backup Assistant - JG's MacBook Pro
Set up “Backup Policy”

Backup all local Preselects first

drives, any client Sources Destination reasonable
computers an v " Local volumes Macintosh HD destination
P! L
any Email 2 Macintosh HD
\ » ' Other computers Synology
» "' Email accounts
» ' Cloud volumes
» * Network volumes
Add email, To add Cloud or
cloud, NAS or NAS destination

other computers

(See next slides)
Default unique

/ name
File Types  User Files and Settings a Backup Set Name | Backup SetA 80% of
Default selector / e 0 tOIT.r lI:sers
. can just clic
for all User data Cancel Change options customize... . BRETEE “Finish”
or schedule

Adding Other Computers (Clients)

The ‘Other Computers’ version of the gallery is used to direct them to the management console.
Add: Other Computer a

Retrospect can back up other computers on your network using the Retrospect Client
software. On the computer you wish to back up, open the following link:

https://console.retrospect.com/machines/874595238/client_installers +————~——__ Installer can also

This will download a single-click application that will install the Retrospect Client be de?'°yed via

software. Once installed, it will automatically be added to this Retrospect backup Munki, Desktop

server and be available for backup. Central and
other external
platforms

Cancel Add
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brompt change Second launch: editing

to indicate
editing \. [ ) Backup Assistant - JG's MacBook Pro
Edit “Backup Policy”
Remembers P Roley
sources from Sources Destination Now shows
before v % Local volumes Backup Set A existing backup
[l Macintosh HD * set
» "' Other computers Cloud SetA
» ' Email accounts
» " Cloud volumes
» " Network volumes
To add new set
or delete
selected one
Can still add
sources \
File Types ~ User Files and Settings

Changed to
Create New : ﬁ/ ‘Save’
Script Cancel New Policy. Customize...

The backup wizard starts with a single screen, showing sources and destinations with a default backup
selector. Finish with a single click oradd new data sources or destinations. With deep integration with
Retrospect Management Console, Retrospect Backup makes it easy to send a single download link to
an entire company for everyone to download the Retrospect Backup agent, install it with a single click,
and let Retrospect Backup take care of the rest.

Under the hood, Retrospect Backup includes new features like 10x faster automated generation for
public/private keypairs with seamless upload to Retrospect Management Console and embedded
unique trial licenses to remove any barriers to getting that first backup.

Backup
We are going to back up the Word document, and then we are going to restore it.

You see the Word document at the top right of the screen on the Desktop. Let’s back up the Word
document using Backup Assistant. The Backup Assistant is how you set up your backup strategy using
sources (volumes and clients), media sets (destinations for your backups), and scripts (the backup plan
foryour sources and sets).

Launch the Backup Assistant by clicking "Backup" at the top left of the screenin Retrospect.
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The backup is now running. Your Word document is being safely protected on the destination you

chose.
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Let’s now delete the Word document from the Desktop and restore it with Retrospect.

Launch Restore Assistant by clicking "Restore" in the top left corner of Retrospect. Click "Restore

selected files and folders".
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Select the latest backup and click "Continue”.

21

MAC USER'S GUIDE



&

e e Restore Assistant - rsmb
@] PastBackups Performance
( 1 past backups
= Scripts Getting Started  Select Backup  Search Files and Folders  Select Destination Restore Options 2.4 MB/m
o 1scripts

[ﬂ ‘Where do you want to restore from?
E s Select a point-in-time backup from which to restore.
@0 Mac Windows Other Q
. SDEaGeDevIcE) Date v Machine  Name 0S  FileSystem  Media Set Files  Browse
0 devices
s Today at 8... Local Desktop  Mac... APFS Drobo Set 6 (_Browse
3z Recent Activities
- .
E—i Never Backed Up
RN
) Inactive Scripts
Cancel Go Back X

7 e

Performance 2.4 MB/m Remaining
Compression OFF Completed 6 files 21k8 00:00:08

Now you need to choose where to restore the backup to. Select "Desktop" to restore the desktop

files, including the Word document, back to where they were.
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Retrospect offers granularrestore options. For this scenario, we select "Always overwrite
corresponding files". Click "Continue" and then click "Restore”.
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Our Word documentis back on the Desktop.
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Chapter 3
Introducing Retrospect

This chapter first describes the different editions of Retrospect, then defines the program’s hardware
and systemrequirements. Next, you’'ll see how to install Retrospect’s components, and how to
upgrade from previous versions of Retrospect. Finally, there’s a basic overview of Retrospect’s
console, whichis the userinterface you’ll be working with the most.

Overview of Retrospect

To backup and restore data, Retrospect uses three software programs:

The Retrospect engineis the backup andrestore software running on the Retrospect server, whichiis
the computer that has the storage devices attached toit. The Retrospect enginerunsinthe
background on the Retrospect server. If you have more than one Retrospect license, you can control
multiple Retrospect servers from a single userinterface.

The Retrospect console, also called the Retrospect application, provides the user interface with which
you control the functions of the program. You'll use this to create immediate or scripted backups;
restore backed up files and folders; monitor running backup and restore activities; get reports of
recent and scheduled activities; and much more. The Retrospect console doesn’t have to be installed
onthe same computer as the Retrospect engine. If you have a largerinstallation with more than one
Retrospect server on your network, you can administer all activities on each server from a single
Retrospect console.

The Retrospect Client software must be installed on every computer on your network (Mac, Windows,
or Linux) that you wish to back up to the Retrospect server. The Client software allows Retrospect to
copy andrestore data across the network, as though the client computers’ drives were connected
directly to the Retrospect server.

Which Edition Is Right for You?

Retrospectislicensedin four main ways:

Multi Server - Protects any number of networked Windows, Mac, and Linux servers, desktops, and
notebooks from a single host computer running Retrospect. Supports disk, cloud, and tape storage
devices.

Single Server Unlimited - Protects one server and any number of networked Windows, Mac, and Linux
desktops and notebooks from a single host computer running Retrospect. Additional server client
licenses canbe purchased to protect more networked Windows, Mac, or Linux servers. Supports disk,
cloud, and tape storage devices.

Single Server 20 - Protects one server and up to 20 networked Windows, Mac, and Linux desktops and
notebooks from a single host computer running Retrospect. Additional Retrospect Client and server
clientlicenses can be purchased to protect more systems. Supports disk, cloud, and tape storage
devices.
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Single Server 5 - Protects a single Mac Server and five workstations using local, network, and cloud
disk- based storage. Tape devices are not supported.

Desktop - Protects a single non-server Mac and up to five additional Windows, Mac, and Linux
desktops and notebooks.

Retrospect Add-On Products

Anumber of advanced Retrospect features are only available if you have the appropriate license code.
To view your current licenses, or to purchase additional licenses, choose Retrospect > Preferences,
then click the Licenses tab.

Open File Backup Unlimited - Protects open files on NTFS-formatted volumes on Windows servers,
desktops, and laptops. This add-on makes it possible to protect line-of-business applications—such
as accounting, CRM, and proprietary database systems—while they’re running, even those with data
files spread across multiple volumes. Retrospect’s Open File Backup Unlimited add-on extends to all
Windows systems protected by your Retrospect host server, including end-user desktops and
laptops.

Advanced Tape Support - Improves backup times by utilizing multiple tape drives in parallel, including
multiple stand-alone drives, drives inlibraries, or drives in autoloaders. The Advanced Tape Support
add-onislicensed per Retrospect host server, not per tape drive. For example, only one Advanced
Tape Support add-on license is required for a library with four tape drive mechanisms.

Retrospect Client Packs - Extends the number of networked desktops and notebook computers that
canbe backed up using Retrospect Disk-to-Disk or Desktop editions. Availablein1,5,and 10 client
license packs.

Retrospect Server Client - Extends the number of networked servers that can be backed up using
Retrospect Single Server editions. Each Retrospect Server Client adds alicense for protecting one
additional server as a network client.

Annual Support & Maintenance (ASM) - Provides technical support via email and phone (availablein
selectregions)and allupgrades/updates of purchased product at no additional cost for 1year from
the date of ASM purchase.

System Requirements

Retrospect Backup 19 for Mac

Supported Operating Systems:

Apple macOS Sonoma/Sonoma Server 14

Apple macOS Ventura / Ventura Server 13

Apple macOS Monterey / Monterey Server 12
Apple macOS Big Sur/Big Sur Server 11

Apple macOS Catalina / Catalina Server10.15
Apple macOS Mojave / Mojave Server10.14

Apple macOS High Sierra / High Sierra Server10.13
Apple macOS Sierra / Sierra Server10.12
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Apple OS X El Capitan/El Capitan Server10.11.6
Apple OS X Yosemite / Yosemite Server10.10.5
Apple OS X Mavericks / Mavericks Server10.9.5
Apple OS XMountain Lion /Mountain Lion Server10.8.5

* Retrospect Desktop doesn’trunonMac OS X Server.

Supported Hardware:
Apple Silicon processor with one ormore multicore processors
Intel processor with one or more multicore processors

Recommended Configuration:

Latest Software Update for OS X

1GB foreach concurrent activity; 4 GB minimum

10-15 GB of temp hard disk space foreach concurrent activity (backup, restore, etc.)
Adequate storage for backups

RAM that meets Apple's guidelines foreach OS

Retrospect Backup 19 Client for Mac

Apple macOS Sonoma/Sonoma Server 14

Apple macOS Ventura /Ventura Server13

Apple macOS Monterey / Monterey Server 12
Apple macOS Big Sur/Big Sur Server Tl

Apple macOS Catalina / Catalina Server10.15
Apple macOS Mojave / Mojave Server10.14

Apple macOS High Sierra / High Sierra Server10.13
Apple macOS Sierra / Sierra Server10.12

Apple OS X El Capitan/El Capitan Server10.11.6
Apple OS X Yosemite / Yosemite Server10.10.5
Apple OS X Mavericks / Mavericks Server10.9.5
Apple OS XMountain Lion /Mountain Lion Server10.8.5

*Backing up server OS clients requires Retrospect Multi Server or other Server edition with available
Server Client Licenses.

Supported Hardware:
Apple Silicon processor with one ormore multicore processors
Intel processor with one or more multicore processors

Recommended Configuration:
Latest Software Update for OS X
RAM that meets Apple's guidelines foreach OS

Retrospect Backup 19 Client for Windows

Microsoft Windows 10 and 11
Microsoft Windows XP, Vista, 7, 8
Microsoft Windows Server2003,2008,2012,2012R2,2016,2019,2022
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Microsoft Windows Server Core 2008 R2,2012, 2016, 2019
Microsoft Windows Server Essentials 2012, 2016

Microsoft Windows SBS 2003,2008, 2011

Microsoft Windows Storage Server2003,2008

*Backing up server OS clients requires Retrospect Multi Server or other Server edition with available
Server Client Licenses.

Retrospect Backup 19 Client for Linux

x86- orxé64-based system running Red Hat Linux, Red Hat Enterprise Linux, CentOS, Debian, Ubuntu
Serverand SUSE Linux (Details)
glibc version 2 orlater

Storage Devices

Retrospect supports a wide variety of storage devices as the destination for backups, including hard
drives (both direct- and network-attached), tape drives and libraries, flash storage, and removable
disk drives (RDX, REV, etc.). See the Retrospect Device Support Database fora complete list of
supported tape drives and libraries.

Installing Retrospect Backup
Toinstall Retrospect, you need toinstall three separate software programs:

Onthe Retrospect server(i.e., the machine that will be performing the backups on your network, and
that has backup storage devices attached), you must install the Retrospect engine.

Onone ormore machines that will be administering Retrospect, you mustinstall the Retrospect
console. Asingle console can control one ormore Retrospect servers.

On each machine on the network you want to back up with Retrospect, you must install the Retrospect
Client software. There are Retrospect Clientinstallers for Mac OS X, Windows, Linux.

Installing the Retrospect Backup Console and Retrospect Backup
Engine

Toinstall the Retrospect console:
Download Retrospect Backup for Mac from the website.
Unzip the file.
Double-click on "Install Retrospect”.
Click "Install Retrospect” from the dialog.

Retrospect Backup Console will be installed in "Applications” and auto-launched, and Retrospect
Backup Engine will be automatically installed and launched in the background as a service.

FormacOS Mojave and macOS Catalina, please follow our step-by-step guide for enabling "Full
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Disk Access" below. See the step-by-step guide.

If you need Retrospect Backup Console without an engine installed, please visit our Downloads page.

Installing Retrospect Client software on a machine running Mac OS
X

Note: Toinstall the Retrospect Client software using the public/private key authentication method,
which provides additional security and allows the Retrospect server to automatically connect to
clients with the matching public encryption key, refer to Chapter 4: Working with Clients, Servers, and
Network Shares.

On each machine you want to backup over the network to a Retrospect server, insert the
Retrospect CD or double-click the downloaded diskimage to mount it on your desktop.

Double-click the Client Installers folder to openit, then double-click to open the Mac Client
Installerfolder. Finally, double-click Install OS X Client.

When prompted by the Installer, enter an administrator’'s username and password, then click OK.
Follow the installer program’sinstructions.

FormacOS Mojave and macOS Catalina, please follow our step-by-step guide for enabling "Full
Disk Access" below. See the step-by-step guide.

Installing Retrospect Client software on a machine running Microsoft
Windows

Note: Toinstall the Retrospect Client software using the public/private key authentication method,
which provides additional security and allows the Retrospect server to automatically connect to
clients with the matching public encryption key, refer to Chapter 4: Working with Clients, Servers, and
Network Shares.

1. Oneach machine you want to backup with Retrospect, copy the Windows Client Installer folder
foundinside the Client Installers folder on the Retrospect CD or downloaded diskimage to the
Windows desktop.

2. Openthe Windows Client Installer folder.

3. Double-click Retrospect Client for Windows [version number].exe, then follow the program’s
instructions.

4. If requested, restart the Windows client machine.

Installing Retrospect Client software on a machine running Linux

Copy the appropriate file to alocation on the network, then copy the file to the Linux computeron
which you want to install the client software.

Enter the following commands.
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$ tar —-xf Linux_Client.tar
$ ./Install.sh

Create and enter a password to prevent unauthorized access to the client; do not forget this
password.

Note: Use only basic alphanumeric characters (low-bit ASCII) in passwords for clients. Macintosh high-
bit characters do not correspond to Windows high-bit characters. Forexample, Luf$LufOO is okay but
LifelLlfea will cause problems.

The client software runs automatically upon completion of installation.

Upgrading from Previous Versions of Retrospect

Because Retrospect for Mac has a different underlying architecture and uses different configuration
files than previous versions of Retrospect for Mac, version does not import settings fromversion é.x or
earlierinstallations. When upgrading, it is therefore necessary to rebuild the backup environment in
Retrospect. The general steps to take are as follows, along with the chapters in which these steps are
covered in this Users Guide.

1. Install Retrospect server and console (Chapter1); configure
preferences (Chapter?7).

2. Create new Media Sets and assign media to contain the backup data (Chapter 5).

3. Create new Rules (which replace Selectors from previous versions) (Chapter 7).
4.LoginRetrospect client computers and network shares (Chapter 4).

5. Define Favorite Folders, which replace subvolumes from previous versions (Chapter 3).
6. Assigntags, whichreplace Source Groups from previous versions (Chapter 3).

7. Create scripts for backup, copy, grooming, etc. operations (Chapters 5 and 7).

Upgrading from Retrospect 6.1

The Retrospect for Mac installation process does not overwrite or remove existing Retrospect 6.1 (or
earlier) installations. Itisrecommended that you continue to maintain your existing Retrospect
installation until you are comfortable with Retrospect for Mac.

To keep your existing Retrospect 6.1(or earlier) installation and prevent that version’s scripts from
automatically running, take the following steps:

Foreach backup, duplicate, andrestore script with a schedule, edit the script’s schedule and
check the box to “Skip scheduled executions.” Enter a date that is several yearsin the future.

Foreach Backup Server script, edit its schedule and set the schedule to never active.

Should youinstead wish to remove your previous installation of Retrospect, locate the diskimage
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containing the installer foryour current Retrospectinstallation (or download it from the Archives
section of the Retrospect website) and follow these steps:

Double-click the Install Retrospect icon and provide your password and agreement to the license.
Choose Uninstall from the Easy Install pop-up menu.

Click the Uninstall button and follow the on-screeninstructions.

Stopping and Starting the Retrospect Engine

Afteryouinstall the Retrospect engine on the Retrospect server machine, it automatically starts, and
you should not normally need to interact with it other than by using the Retrospect console. However, if
you want to manually shut down the engine, you may do so.

1. Onthe Retrospect server machine, open System Preferences.
2.In System Preferences, click the Retrospecticon.

3. Click the padlockiconin the lower left corner of the window. Enter an administrator’s name and
password and click OK.

4.To shut down the engine, click Stop Retrospect Engine. Afteramoment, the engine stops, and the
button changes to Start Retrospect Engine. Click the button again to restart the engine.

5.Normally, the Retrospect engine automatically starts upon system startup. If you do not want this to
occur, uncheck “Launch Retrospect Engine on System Startup.”

Starting and Stopping the Retrospect Console

To start the Retrospect console, double-click the Retrospect applicationiconinside the Applications
folder onyour machine. The Retrospect console will open and automatically look for a Retrospect
engine running on the same computer. If oneis present and running, the Retrospect console will
connect automatically. If alocal Retrospect engine is not present, you may add one or more remote
Retrospect engines by clicking the plus (+) buttonin the bottom bar of the console.

Tip: Inthe Server Address of the resulting dialog, you may enter the IP address of the machine with the
running Retrospect engine, or, if the machine is on yourlocal subnet, you may enterits Computer
Name, forexample, Server.local. You can find a machine’s Computer Name in the Sharing category of
its System Preferences.

The first time you connect to alocal orremote Retrospect engine, Retrospect opensits Preferences
window and asks you to enteryour license code for that engine. Enter this information, then click Add.

Attheregistration screen prompt, click one of the following buttons:

Register, if you have not registered your copy of Retrospect and would like to do so. Clicking this
button will launch your default Web browser and take you to the registration website, where you can fill
out aregistration form.
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Already Registered, if you have already registered your copy of Retrospect.

Depending on the license code you entered, the Licenses pane of Retrospect Preferences will show
the codes for the Application, Backup Clients, or Storage Devices.

Tip: While the Preferences window is still open, we suggest that you take a moment to click on the
General pane, and enter a name for the Retrospect serverin the Server name field. By default,
Retrospect uses the server machine’s Computer Name as shown in System Preferences’ Sharing panel
as the server name, which may not be as descriptive to you and your users as you would prefer.

You should also assign a password for each Retrospect engine you logged in by clicking the “Change
server password” button and entering a password of your choice. This step prevents unauthorized
access of the Retrospect engine from other Retrospect console applications running on your network.

When you’re done with the Preferences window, clickits close box to dismissiit.

To exit Retrospect, choose Quit Retrospect from the Retrospect menu, or press Cmd-Q.

Overview of the Retrospect Console

The Retrospect console is the userinterface that controls actions that occur on the Retrospect server.
The Retrospect console can be running on the Retrospect server machine, orit can operate the server
from elsewhere on the network. Let’s take a detailed ook at the console window.
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The Retrospect console window is made up of several sections:

Toolbar

The toolbar across the top of the window contains buttons to launch the Backup, Copy, and Restore
Assistants (these are the easiest way to create scripts and perform activities in Retrospect), the pause
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activity buttons, and the Search Field.

Sidebar

The sidebar on the leftis where you choose which Retrospect server to control. If you have multiple
Retrospect servers onyour network, all of them will appearin the sidebar. Click on the disclosure
triangle next to a serverto show or hide its items, which allow you to control the functions of that server.
Each server has the following items:

e Activities shows a list of the backup, copy, and restore events that Retrospect has performed, is
performing, oris scheduled to perform (depending on your choice from the scope bar). Statusiconsin
the left-most column show if the activity was successful orhad problems. You can also tell the date
and time of the activity; the name of the script associated with the activity; the type of operation; the
activity’s sources and destinations; and (for current and past operations) the speed of the activity.

e Past Backups combine previous versions of Retrospect’s concepts of Snapshots (the listing of all
files present on a source volume during a backup) and sessions (the actual files copied during a backup
operation). You can filter the list of past backups by Mac or Windows clients.

e Scripts control all actions in Retrospect, either with or without a schedule. The concept of immediate
actions without creating a script (like animmediate backup) no longer exists. Any script can be run
immediately by highlighting a scriptin the Scriptslist and clicking the Run buttonin the list view toolbar.

You can explore and modify a selected script using the detail view below the Scripts list. By clicking on
the tabsin the detail view, you can view a summary of the script; set the script’s source, destination,
andrules; create ormodify a schedule for the script to run; and set various script options.

e Sources displays alist of all local volumes and logged-in network shares for the Retrospect server,
and added Retrospect client computers. You may add any client computers running the 6.1(or later)
Retrospect Client for Mac orthe 7.6 (or later) Retrospect Client for Windows by clicking the Add button
inthe list view toolbar of the Sources list view. NAS devices and shares can be added similarly. The
Sources list gives you information about each Source, including its name, the machine it resides on, the
OS that machineis running, its capacity and how much of that capacity is used.

e Media Sets shows you alist of the Media Sets used for backups. Using the scope bar, you can filter
the results of the list by the different Media Set types: All, Tape, Disk, and File.

e Storage Devices shows alist of the storage devices attached to the Retrospect server. This list does
not display hard disks, removable disks, or NAS volumes (those are shown under Sources); rather, it
includes hardware devices such as optical and tape drives and libraries.

Reports are the lastitemin the sidebar. Click the disclosure triangle to view the list of included reports.
Customreports can be saved from nearly any list view. Right-click any of the column headingsin alist
view to show or hide specific columns you want to appearin the report, click the column heading to set
the sort order, click scope buttons to filter the results shownin the list, click the plus (+) button at the
right of the scope barto add further filter conditions, drag conditions if needed to change their order,
thenclick Save Reportinthe scope bar. You'll be asked to name the report. Any reports that you create
willappear at the bottom of the Reportslist.
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List and Detail Views

The list view and an optional details view are in the main section of the window. The list and detail
contents change depending on the item selectedin the sidebar, and on choices made in the scope
bar.

List View Toolbar

The list view toolbar beneath the main toolbar displays a variety of
context-sensitive buttons based on the selecteditemin the sidebar.
Scope Bar

The scope bar has context-sensitive scope buttons, the Save Report button, and the (+) add condition
buttonwhich appears above the list view when appropriate and allows you to filter the list view based
onpre-and

user-defined conditions.

Bottom Bar

The bottom bar contains the (+) add button to add a Retrospect server to the sidebar, the gearicon
Action menu button (which allows you to edit reports and pause operations) and the show/hide button
forthe details pane.

Other Views

First Launch — When the Retrospect console first launches it displays the startup view. From here you
caninstall alocal server, add aremote server, view this User's Guide, contact Support, and visit the
Retrospect website.

Syncing Server — When the Retrospect console connects to a server, it will sync that server's
information. For smallinstallations, this process s quick, but forlarger ones, this may take a while. The
console is optimized to let you get started while the syncing process is running in the background.
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Multiple Servers — Retrospect can control multiple servers from the console window. A separate
Retrospectlicenseisrequired foreach server. Thereis full support for Mac version 9.0 and above and
limited support forMac version 8.2.

Licensing Server — When adding a server, Retrospect will prompt you to enter your license code. Enter
thelicense code then click Add.

Unlocking Server — When adding a server that has a password Retrospect will display a password error
and let you update the password.

Updating Server — Each new version of the Retrospect console includes an updated serverinstaller.
When the consoleis launched it will notify you if your servers can be updated. If you choose not to
install the updated server, you can do so at any time.

Updating Server — To install the updated server at alater time, click the update icon. Retrospect will
automatically install the new server software.

Exporting Installers — Retrospectincludes a serverinstaller, client installers for Mac, Windows, and
Linux, and client updaters (RCUs) for Mac, Windows, and Linux. To export these to alocal folder, open
Preferencesfromthe menu barunder Retrospect > Preferences... and click on Console.

| JON Preferences
T = % L — —
RO @ e B ¢ |
General Clients Cloud Media Network E-mail Rules Licenses Management Update Console

Showupto 10 scheduled activities

Show up to 1,000 lines in the operations log
Bundled Software
Export client installer... Export server installer and uninstaller...

Retrospect Dashboard

Retrospect Dashboard gives you a detailed monitoring view for your entire Retrospect Backup engine.
Let’s walk through each section of the dashboard to discuss how you can use it to understand the
current status of your business’s data protection strategy.
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Dunagan-$3-1 141TB 1.42TB 14378
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Activities
Running activities are displayed here.

ProactiveAl

You can see which sources are protected or not protected with ProactiveAl and theirrespective
statuses. It should be all green, unless you have a subset of sources protected by scheduled scripts.

Backup Report

You can see all of the sources within the scope of your search and their statuses:

Green: Thisis a source with a successful backup.

Orange: Thisis a source with a failed backup.

Black: Thisis a source with a stopped backup.

Gray: Thisis anunprotected source.

This coloring gives you an at-a-glance check for how your backups are doing. If they are not all green,

you should drillinto which ones are not fully protected.

Backups

Thisis alist of the backups within the last 14 days and how much data they backed up.

Most Recent

Thisis alist of the most recently protected sources and the date they were last protected.
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No Backups in 7 Days

Thisis alist of sources that have had no backupin?7 days.

Storage Map

You can see how much data each backup set takes up and the totalamount used.

Storage

Thisis alist of the backup sets and theirusage.

Storage Predictions

Storage Predictions takes the current analytics for each set and predicts how much data will likely be
usedin the next week and the next month. You can use this to estimate when to add more storage or
when Retrospect grooming will occur to free up space.

Enabling "Full Disk Access”

macOS Catalina (10.15) extends the Full Disk Access security feature from macOS Mojave (10.14) to
help users manage their data privacy. This additional protection ensures you know exactly which
applications have access to your data by requiring explicit consent for file-level access to certain
application data folders, like Mail, Messages, and Safari, so Retrospect Backup engine and client will
not be able to access the entire system without explicit user action. Follow our step-by-step guide to
allow Retrospect Backup to continue protecting your Mac environment, under System Preferences >
Security & Privacy > Privacy > Full Disk Access.

Engine Setup
Open "System Preferences" under the Apple at the top left of your screen.
Click on "Security & Privacy" then "Privacy". You should see "Full Disk Access".
Click onthe lock to authenticate and allow changes.

Now you need to find the Retrospect applications to draginto this list. Go to "Finder". Select "Go"
fromthe menubarand then"Go to Folder...". Enter:

/Library/Application Support/Retrospect

Scrolldown "RetrospectEngine"” and "RetrospectinstantScan” and drag them into the "Full Disk
Access" list. Close "System Preferences".
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Client Setup

Open "System Preferences" under the Apple at the top left of your screen.
Click on "Security & Privacy" then "Privacy". You should see "Full Disk Access".

Click onthe lock to authenticate and allow changes.

"

Now you need to find the Retrospect applications to draginto this list. Go to "Finder". Select "Go'
fromthe menubarandthen"Go to Folder...". Enter:

/Library/PreferencePanes (Retrospect Client)
/Library/Application Support/Retrospect (RetrospectInstantScan)

Scrolldown "Retrospect Client" (from the first folder) and "RetrospectinstantScan” (from the
second folder) and drag them into the "Full Disk Access" list. Close "System Preferences".
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Security and Encryption

Retrospect Backup protects your datain-transit and at-rest with industry-standard encryption
algorithms. Let’s walk through the different ways that your datais encrypted:

At-Rest Encryption

Retrospect Backup supports AES-256 encryption for all backup sets stored on any media, encoded
onhost, so yourbackups are encrypted before they touch the destination. That means cloud storage
providers will never be able to access your data, but it also means no one canrecoveryour dataif you
lose the encryption key.

In-Transit Encryption
Retrospect Backup supports a number of different network connections:

Clients: The agent-based connectionis encrypted with AES-256 between the Retrospect Backup
instance and the Retrospect Client agent for Windows, Mac, and Linux. For client-based history, on-
demand backup, and on-demand and restore, the network connectionis encrypted with AES-128.

Console: If you use the Retrospect Console for Mac on a different computer than the Retrospect
Backupinstance, the network connectionis encrypted with AES-128.

Cloud Storage: The network connectionis encrypted with HTTPS using TLS between the Retrospect
Backup instance and the cloud storage provider. It supportsup to TLS 1.2.
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Retrospect Management Console: The network connectionis encrypted with HTTPS using TLS
between the Retrospect Backup instance and console.retrospect.com. It supportsup to TLS 1.2.
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Chapter 4

Fundamentals

This chapter describes Retrospect’s main concepts. This manual and the programitself refers
constantly to these basicideas, soitisimportant to understand them to get the most out of using
Retrospect. In this chapter, you'll learn how Retrospect works; about the different kinds of Media Sets
you canuse to back up your data; and about the backup actions you can take with Media Sets.

How Retrospect Works

Retrospect uses an archival method of backup that ensures backed up files are not deleted or written
overuntilyourequestit. That way, they stay on the backup media indefinitely. For example, if you have
been working on a particular document over a period of time, Retrospect backs up a different version
of the document each time you back up. If necessary, Retrospectlets youretrieve a previous version
of the file from any point in time it was backed up.

Retrospect always performs Smart Incremental backups. A Smart Incremental backup intelligently
copiesonly files that aren’t already present on the current Media Set being used for backups (typically
those files that are new or have changed since the previous backup). You don’t have to specify whether
you want a “full” or “incremental” backup. Retrospect, by default, copies any and all of the filesit hasn’t
already backed up.

Because Retrospect only needs to add one instance of each unique file to the backup, it saves space
onthe backup media that would otherwise be used up storing duplicate copies of files. This space-
saving technique is known as file-level deduplication or single-instance storage.

All of the backup, copy, and restore operations in Retrospect require a source and a destination. Fora
backup, the source is generally a hard drive or a folder on a hard drive (Retrospect calls these sources
and Favorite Folders, respectively). The destination is generally a Media Set stored on backup media
such asdisk ortape.

Retrospect uses a Catalogfile, anindex of the files and folders contained in a Media Set, to keep track
of the different generations of modified files in a Media Set. The Catalog lets you quickly search for files
without having to actually search the backup media itself, which would be considerably slower,
especially with media like digital tape. By default, Catalog files are stored on the Retrospect server
computer,inLibrary/Application Support/Retrospect/Catalogs/.

Sources

Sources are the disk volumes, folders on disk volumes, and networked clients that you want to back
up. Each source youwant to back up needs to be added to the Sources list.

It’simportant to understand that Retrospect uses the term sources to refer to the volumes and folders
that youwant to back up, and also to refer to hard disk volumes that those backups will be written to.
Forexample, you can back up a client’s hard disk called My Disk (that’s a source) to a Disk or File Media
Set that resides on a hard disk named Backup Disk (because itis a hard disk that could also be backed
up, Backup Disk also appearsin the Sources list).
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Above the Sourceslist, the toolbar allows you to add orremove sources, add Favorite Folders, and
otherwise work with items in the Sources list. Below the list, a tabbed area allows you to see important
details onasource that you have selectedin the list.

Media Sets

Media Sets are the destinations for files and folders that you back up. A Media Set consists of one or
more disks, tapes, optical discs, or a single file. Individual pieces of media (for example, tapes, optical
discs, or hard disks) are members of a Media Set. A Media Set consists of one or more disks or tapes, or
asingle file. Individual pieces of media (for example, tapes or hard disks) are members of a Media Set. A
Media Set can be made up of almost any sort of storage media: hard drives, disk arrays, tape, and even
flashmemory.

You can backup as many source volumes as you like to a single Media Set. For example, you could have
asingle Media Set as the backup destination for your computer’sinternal hard disk, your external hard
disk, a coworker’s hard disk on a computer with installed Retrospect Client software, and even a Mac
OS X Serveror Windows Server. All of your Media Sets appear in Retrospect’s Media Sets list.

Above the list, the toolbar allows you to work with Media Sets, including functions such as adding,
removing, copying, and verifying a Media Set. Below the list, tabs give you more information on the
Media Setyou have selected.
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= Never Backed Up Options  Members  Bindings  Backups
10 sources
~_ Errors & Warnings dropbox2
217 activities Overview
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When a disk or tape fills with data, Retrospect asks foranew member, adds it to the Media Set and
continues appending data. It automatically uses any available new or erased media. If the media has
the name Retrospectislooking for, Retrospect will erase and reuse it. However, Retrospect will never
automatically use a medium with the wrong name if it has data onit.

Whenyou create a Media Setin Retrospect, it can be one of the following types:

Disk Media Sets are Retrospect’s most flexible Media Set. They allow backups to span across multiple,
random-access storage devices, including hard disks, Network Attached Storage (NAS), removable
cartridges, and even flash media. Older backups can be groomed from Disk Media Sets to reclaim
space, andit’s even possible to perform arestore from a Disk Media Set that’s in use by a backup
operation. Disk Media Sets should be your most-used backup destinationif you are not using tape
backup. A Disk Media Set writes a folder containing a series of files to the destination media, with each
file being no larger than 600 MB (which can be useful in environments where these files are replicated
to additional storage, such as an off-site vault). Retrospect considers the folder containing the backup
files to be a single member of the Disk Media Set. Disk Media Sets replace the less-flexible Removable
Disk sets presentin olderversions of Retrospect. Catalogs for Disk Media Sets are usually stored on
the Retrospect server’s hard drive.

Tape Media Sets use tape drives and backup tapes as the storage medium. Retrospect supports many
types of tape drives, including DAT drives, LTO drives, AlT drives, VXA drives, and DLT drives. See the
Retrospect website fora complete list of supported drives. Some drives, such as tape libraries (which
canaccommodate and automatically load multiple tapes) may require a license for the Advanced Tape
Support add-on. Catalogs for Tape Media Sets are usually stored on the Retrospect server’s hard
drive.

Tape WORM Media Sets are similar to Tape Media Sets, except that the tapes they use are WORM
(Write Once, Read Many). As the name suggests, WORM tapes cannot be erased orreused once datais
written to them. They are used for archival purposes and to comply with government regulations
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requiring document retention. Catalogs for Tape WORM Media Sets are usually stored on the
Retrospect server’s hard drive.

File Media Sets combine the Catalog file and the backed-up datainto a single file stored on a volume.
They can be saved anywhere a Disk Media Set can be saved, but they are limited by the size of the
volume on whichitis stored, and also the maximum file size of the file system (FAT32, NTFS, HFS+, etc.).
Backupsin a File Media Set cannot span across media. File Media Sets are useful for smalljobs where
everything (the Catalog and the backed up data) is self-contained in a single file, butin most cases, you
should use Disk Media Sets.

Storage Groups

Storage Groups protect your entire backup environment up to 16x faster with a single, centralized disk
or cloud destination that Retrospect can use simultaneously. With Storage Groups, you canrun parallel
backups to the same disk destination with a single ProactiveAl script. Scheduled scripts support
Storage Groups as destinations, but the backups run on a single execution and notin parallel.

Storage Groups support the same workflows that you are accustomed to for backup, restore, transfer,
grooming, and catalog rebuild, while providing far better performance and simplicity. You can treat the
Storage Group like a Backup Set that allows simultaneous writes toit.

Creation

When creating abbackup set, you will see "Create as Storage Group" as an option for disk sets and
cloudsets. You can create one and use it as a destination for ProactiveAl scripts. If you select multiple
sources for the script, they will run backups in parallel to the storage group.

The standard Retrospect Backup workflows for backups, restores, transfers, grooming, and rebuilds
are the same for Storage Groups.
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Script Clients Share Email Media Set Rule Server

Media Set Type: Disk
Media Set Name: Media Set A

Catalog Location: /Library/Applicati...trospect/Catalogs Choose...

Media Set Security: None

Password:
Between 4 and 31 characters

Confirm:

Would you like Retrospect to remember this password?

<>

Remember password for scripted access

v

Create as Storage Group

Cancel Add

View

Storage Groups appear under the Backup Sets dialog on Windows and in the Media Sets tab on Mac.
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Backup

Forbackup, a Storage Group can be treated like a backup set. Select the Storage Group as the
destinationinyour ProactiveAl script.

Restore

Forrestore in Retrospect forMac, a Storage Group can be treated like a media set.
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Transfer

Fortransferin Retrospect for Mac, a Storage Group can be treated like a media set.

Summary Destinations  Rules  Schedule  Options

Copy most recent backups for each source ﬁ
Name A Type Size Files Members  Browse
() Marketing Weekly Disk Storage Group 21GB 0 1 Browse
® @ Sales Daily Disk Storage Group 21 GB 0

Rebuild

Pause All Pause Scheduled Pause ProactiveAl

ra
Rebuild a Disk M‘ Select Disk Media Set member:
Date | Date Name Status
Today at 3:18 PM  Marketing Weekly Not encrypted
Today at 2:44 PM  Sales Daily Not encrypted
2/1/19,2:10PM  SGB Not encrypted
Add Member... Cancel
1 I
Mac
o
Verify

Forverify in Retrospect for Mac, a Storage Group can be treated like a media set. The userinterface s
the same.

Under the Hood

Underthe hood, a Storage Group is a container for per-volume backup sets. This architecture is why
Retrospect allows you to keep the same workflows that you are accustomed to for backup, restore,
transfer, grooming, and catalog rebuild, while providing far better performance and simplicity. You can
treat the Storage Group like a Backup Set that allows simultaneous writes toit.

Data Deduplication

The architecture for Storage Groups allows simultaneous operations to the same destination because
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eachvolumeis a different backup set under the hood. However, this workflow also prevents data
deduplication across volumes.

Media Actions

Wheneveryourun a backup script manually, orwhenyou set a script to later run automatically, you have
the option of using one of four media actions. Each media action tells Retrospect how to handle the
physical media, which in turn has an effect on which files are backed up.

Retrospect’s four media actions are:

No media action, whichis the default choice, tells Retrospect that it doesn’t need to do anything
special with media during the current backup. As usual, Retrospect will perform a Smart Incremental
backup, which saves time and media space by not copying files that already exist in the Media Set. In
otherwords, Retrospect will copy only files which are new or newly modified since the last backup to
the same Media Set.

Skip to new member causes Retrospect to create anew member within the current Media Set.
Retrospect will display a dialog requesting a new piece of media, so that you caninsertit foruseinthe
next backup operation. This media actionis useful when a piece of media that you have previously
used fora particular Media Set is not available.

Start new Media Set tells Retrospect to create a new destination Media Set (with a name similar to the
old one) of the chosen type. Depending on the type of Media Set, Retrospect will use a new or erased
disk ortape. For Disk Media Sets, Retrospect will create a new folder on the disk, and backed-up data
will be written as a series of 600 MB backup files inside that folder. Use the Start new Media Set media
action so that you can take your old media off-site for safe storage.

Recycle Media Set first clears the catalog contents (if any) of the destination Media Set, so it appears
no files are backed up. Thenitlooks for the first media member of the Media setand erasesitifitis
available. If the first memberis not available, Retrospect uses any available new or erased piece of
media appropriate forthe Media Set type. All selected files and folders from the source are then
backed up to the Media Set. Use the Recycle Media Set action when you want to reuse one or more
pieces of media.

Note: Aslong as matchingis left on (the default), Retrospect will always perform a Smart Incremental
backup, adding only those files that don’t exactly match already-backed-up files. If a Media Set and its
catalog file are empty, then Retrospect’s Smart Incremental backup will automatically add all the files
necessary to restore each backed-up source.

Catalog Files

Retrospectuses a separate catalog file (usually storedin /Library/Application Support/
rRetrospect/ onthe Retrospect server) to keep track of all of the files and folders in a Media Set. You
canthink of the catalog as anindex or table of contents of the files on the backup media. The catalog
lets you view the contents of a Media Set without requiring the media to be inserted in the backup
device, greatly speeding up finding and retrieving files.
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A catalog fileisrequired for all operations that copy files to and from a Media Set. Retrospect can
repairdamaged catalogs, using the Repair buttonin the list view toolbar under Media Sets. If the
catalogislost ordamaged too severely for the repair operation, Retrospect canrebuild it by reading
andreindexing the media.

Retrospect Clients

Retrospect canback up any drive that can be mounted on the Macintosh desktop, whether that drive is
local or a shared networked volume.

Retrospect Clients extend the backup and restore capabilities of Retrospect to other computers on
your network. A computer equipped with the Retrospect Client software is known as a Retrospect
client computer, or simply a client. Retrospect can back up clients on the network without the need for
installing file servers, starting file sharing, or mounting volumes, and it does so with fulladministrator
privileges on those systems.

ProactiveAl Backup

ProactiveAlis the next generation of Retrospect’s Proactive scheduling engine. With ProactiveAl,
backup scripts will optimize the backup window for the entire environment to ensure every source is
protected as often as possible.

Algorithm
ProactiveAl walks through the following algorithm to prioritize what to back up next:

Verify backup window: ProactiveAl only runs whenit’s allowed to. To restrict the backup window,
gotothe script’s schedule.

Verify an execution unitis available: ProactiveAl only runs when an execution unitis available.

Ignore last backup time: Retrospect can back up every hour, every day, every Sunday, or any other
schedule. As soon as ProactiveAl sees a new backup window (i.e. a new day), it will attempt to back
up the sources. In contrast, previous versions of Retrospect would respect the time at which the
last backup occurred. See "Backup Window" for more details.

Ignore unavailable sources: If a source is unavailable, Retrospect will not attempt toreachit again
until every potentially available source has been contacted. Thislist includes Wake-on-LAN
sources. See "Wake-on-LAN" for more details.

Prioritize by next day: For all available or potentially available sources, Retrospect divides them
into buckets for what day they are scheduled to be backed up next.

Using a future date might seem strange, but it can be in the past as well. This sorting algorithm
ensure Retrospect prioritizes initial backups and then overdue backups. Think of it as last backup
day combined with the script’s schedule. As an example, Script A with weekly backups and Script
B with daily backups would calculate the next backup date differently.

Prioritize by last time checked: When Retrospect reaches out to a source, it marks that time inits
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configuration. ProactiveAl uses this time to ensure it doesn’t re-check sources that it already
checked but couldn’t find, so that the script can get through the entire list of sources before
circling back.

Prioritize by the last backup’s duration: Now that Retrospect is down to sources within the same
day of priority, ProactiveAl sorts them based on the last backup’s duration. Sources with faster
previous backups will be backed up sooner than sources with slower previous backups.

As areal-life example, incremental backups of email services are fast, so those would be
prioritized over alonger server backup. Because of this sorting, Retrospect will protect more
sources throughout the day, but if along serverbackup does not happen on a given day, its
backup will be automatically given higher priority because its next backup was the day before.

Our Engineering team experimented with more data points, but the resulting sort order was too
prone to hysteresis. In other words, if Retrospect includes more past data, including backup
durations that were anomalies, the future prioritization continued to be affected forlonger than we
thought was useful.

Default to prior order: If there is no duration, ProactiveAl uses the prior order. Forinstance, if it's
the first set of backups, they will occur as sources are available.

Connect to the next source: Retrospect will attempt to back up the selected source. If it’s not
available, Retrospect marks that time and moves on. If Retrospect times out and the client and
script have Wake-on-LAN (WAL) set, Retrospect sends a WAL packet, waits three minutes, then
tries to connect again. If that connection times out, Retrospect marks the sources as unavailable
and moves on.

Record next backup date: After a successful backup, Retrospect marks the next backup date for
the source and moves on. As discussed earlier, this future date varies based on the script’s
schedule.

Backup Window

Retrospect begins abackup as soon as a source becomes available. If Alice’s laptop was backed up at
2:30pmyesterday, ProactiveAl will attempt to back up herlaptop as soon as it comes online today,
evenif that's before 2:30pm.

This change corrects along-standing issue with drift, and for existing customers, this new schedule
represents a significant change from previous versions. In the past, Proactive used the "Last Backup
Time" to determine when to next back up a source. If Alice’s laptop was backed up at 2:30pm
yesterday, an older version of Proactive would wait until 2:30pm today to attempt the next backup,
regardless of whetheritwasidle and Alice’s laptop was available.

Alice might have only opened herlaptop at 2:30pm yesterday, but ever other day, she is online at 9am.
Without this change, every future backup would have been at 2:30pm or later until she missed a day.
Instead, herlaptop is protected as soon asit’s available for each backup window. For fine-grain
scheduling, customers can use multiple ProactiveAl scripts with different schedules.

CHAPTER 4 - FUNDAMENTALS 50



Wake-on-LAN

ProactiveAlis better optimized for handling Wake-on-LAN (WAL) sources. If the source has WAL
enabled or the script has WAL enabled, ProactiveAl willinclude WAL packetsinits operation. Foreach
WAL source, Retrospect attempts a connection. If that times out after one minute, it sends a WAL
packet, waits three minutes, and then attempts another connection. If that times out after one minute,
ProactiveAl marks the source as unavailable, moves on, and will not attempt another connection until it
has contacted each subsequent source.

In previous versions, Proactive would continue to attempt to wake up unresponsive or absent
machines. For environments that had many laptops or otherwise unavailable machines, this workflow
meant that Retrospect would spend a disproportionate amount of time looking for machinesinstead
of backing up available machines.

Troubleshooting

ProactiveAlincludes detailed logging to to understand the choicesit’s making to optimize the backup
window:

Engine Log Level 4: What ProactiveAlis doing
Engine Log Level 5: What ProactiveAl is considering

See Advanced Logging Options for details about enablinglogging.
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Chapter 5
Hardware

This chapter explains how Retrospect works with your different backup devices, and explains how you
cansee and control your hardware from within Retrospect.

Sources and Storage Devices

Retrospect displays your hardware in two different areas of the program, Sources and Storage
Devices, accessible from the sidebar.

Sources

The first area, Sources, shows you the hard drives that are attached to the computerrunning the
Retrospect backup engine, and on those hard drives, shows you any Favorite Folders that you have
defined. Retrospect treats Favorite Folders as separate sources that can be backed up independently
of the hard drive on which they reside. Sources also shows you the network volumes that you tell
Retrospect about. These can either be mounted network shares, such as on a file server or NAS
(Network Attached Storage) device, or Retrospect clients (computers running the Retrospect Client
software). See Chapter 4 for more information about working with Retrospect clients, NAS devices,
and network shares.
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Retrospect uses differenticonsin the Sourceslist to display each of the different types of Sources.

F
Hard drive; may be connected to Retrospect server machine or be attached to a Retrospect client
machine.

[ ]
Retrospect client; shown here with disclosure triangle, indicating that it can be opened to display the
hard drives attached to the Retrospect client machine.

CHAPTER 5 - HARDWARE 52



1

P

Anetwork volume or share logged in using a file sharing protocol, such as AFP or SMB.

|
Favorite Folder.

Retrospect has the ability to use any kind of media that can be mounted on the Mac desktop as a
source. So it doesn’t matter whether the mediais a hard drive, a network share, a Retrospect client
machine with attached hard drives, or even devices such as flash memory drives or disk drives with
removable media, all of these will appearin the Sourceslist.

Using the Sources toolbar

Above the Sources list, the Sources toolbar allows you to perform various actions on anitem selected
in the Sourceslist. Depending on the selected Source, differentitems in the toolbar may or may not be
active.

@@ T A O @ L A 3

Add Remove Add Favorite Rename Set Clock Refresh Locate Uhdaﬁ:e Password Eject Erase

The buttonsin the toolbar have the following functions:

Add opens a dialog that allows you to add a network share or Retrospect client computer to the
Sources list.

Remove allows you to remove a selected Retrospect client computer, network share, or Favorites
Folder fromthe Sourceslist.

Add Favorite allows you to choose and designate a folder on a selected Source as a Favorite Folder.

Rename allows you to rename the selected Retrospect client. This changes the client nameiin
Retrospect, but it does not change the actual machine name. In other words, it only changes the client
name asitappearsinthe Retrospect Sourcesllist.

Set Clock changes the time and date on the selected Retrospect client computer to match the date
and time on the Retrospect server.

Refresh tests the connection to the selected Retrospect client computer and updates details such as
IP address and connection speed.

Locate lets you associate an existing Retrospect client with a new address without removing that client
from any scripts.

Update allows you to update the Retrospect Client software on the selected computer.
Password changes the login for the selected network share or Retrospect client computer.
Eject unmounts the selected network share.

Erase will erase all data from the selected source. You should be very careful when using this, as this
operation cannot be undone.
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Using the Scope bar

Because the number of Sources you are managing with Retrospect can be very large, the Scope bar
allowsyou to filter the itemsin the Sources list in two fashions. To filter the Sources shown in the list,
click one of the buttonsin the Scope bar.

@D Servers Desktops & Laptops | @I Local Client Shares

The first group allows you to filter the items in the Sources list by the operating system used by the
Source.

Clicking the Servers buttonrestricts the list only to computers running a server operating system. This
includes any versions of Mac OS X Server, Windows Server, and server software used by NAS (Network
Attached Storage) devices. Clicking the Desktops & Laptops button filters the list to show only
Retrospect client computers running a non-server operating system supported by Retrospect (see
Requirementsin Chapter1foracomplete list).

The second group allows you to filter the items in the Sources list by type. Clicking the Local button
shows you Sources connected to the Retrospect server computer. Clicking the Client button shows
you only the Retrospect client computers. Clicking the Shares button shows you only network shares.

Note: The two groups of buttonsin the Scope bar are interactive, and clicking buttons in the first group
of the Scope bar will affect items shown when you further filter the results in the second group. For
example, imagine that you have a NAS device attached to your network. If the selected filterin the first
groupis All or Servers, clicking Shares in the second group will still display the NAS. But if the Desktops
& Laptops button was selected in the first group, that would filter out the NAS, and no selectionin the
second group would display the device.

Using the Detail area

Below the Sources list, the Detail area shows additionalinformation about whichever Source is
selectedinthe Sourceslist. There are three tabs in the Detail area: Summary, Options, and Tags.

Summary: In the Summary tab, Retrospect shows you information about the selected Source, and that
information changes depending on the kind of Source you have selected.

Options ~ Tags
| Macintosh HD

Overview

Client Name rsmb
Type Desktop
File System APFS
Path Macintosh HD

Details
Total Space 233.6 GB
Used Space 228.2 GB
Free Space 5.4GB

Last Backup Date Today at 8:06 AM
Next Backup Date
Status (JBacked Up

Interface Default / Multicast
Address
Speed
Echo Time
Clock Offset

Tags

The Overview section tells you the key information about the Source, including the Client’s name, its
last and next scheduled backup dates, and its backup status. The Details section displays information
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about the Source’s capacity, its network address information, and its backup performance speed.

Options: In the Options tab, the items are only active for Retrospect client
machines.

Check the box next to Encrypt Network Link to encrypt data transfers between the selected
Retrospect client computer and the Retrospect server. Check the box next to Enable Wake-on-LAN if
you want to make sure that Retrospect wakes up a sleeping client computer for ProactiveAl Backup
activities.

In the Volumes section, from the Back up pop-up menu, you may choose All Volumes, Selected
Volumes, or Startup Volume. If you choose Selected Volumes, you must make sure that the volumes
that youwish to back up have a checkmark next to them.

Tip: You canuse Selected Volumes to restrict the volumes on a machine that would otherwise be
selected for backup by other functions of Retrospect. For example, you could have used a Tag (see
below formore on Tags) to select a particular Retrospect Client machine. If you did so, by default all
volumes attached to that machine would be backed up. By using Selected Volumes, you can back up
just the volumes you want.

Tags: The Tags tab, empty by default, allows you to create tags that you can apply to particular
Sources. These tags can then be used by scripts to perform Retrospect operations only onitems with
those tags. Tags allow you to group volumes together for better organization. Tags that you create
appearinthe Scripts category under the Sources tab.

Forexample, you could make an Accounting tag containing the volumes from the accounting
department. Laterwhen you are creating a backup script, instead of tediously selecting each individual
accounting volume, you canjust select the Accounting tag and Retrospect knows you mean all of the
volumes within that group. Another possibility would be to create a Laptops tag for all of your portable
Retrospect client machines, making it easy to select those machines forinclusionin a ProactiveAl
Backup script.

To create anew Tag, click the + (plus) button at the bottom of the Tags tab. After you enterits namein
the dialog, the new tag appearsin the list.

To assign one ormore Tags to a Source, first select the Source in the Sources list, then click the
checkboxes next to the Tags that you want. Similarly, to remove a tag from a Source, select the Source
fromthe Sources list, then clear the checkboxes next to the Tags that you want to remove.

To eliminate a tag from Retrospect, select the tag, then click the - (minus) button at the bottom of the
Tags tab. Retrospect will ask you to confirm your action. Delete tags with caution; there’s no undo if
you make a mistake. Deleting a Tag removes the tag from any volumes that you may have appliedit to,
but doesn’t otherwise affect the volumes. You may need to check any scripts that use the tagyou
deleted.

Searching for sources by tag

Keyword tags are even more powerful in Retrospect with the addition of a Tags criteriain the Sources
filter. Let’s say all the portable computers in your organization have been given a “laptop” tag. The
example below explains how to find them.
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How to view sources with the tag “laptop™:

Click Sourcesinthe sidebar.

Click the plus (+) button next to the Save Report button to display the filter toolbar.
Click the left-most drop-down list and select Tags.

Select Contains from the next dropdown.

Type laptopinto the text-entry field, and press the Return key.

All sources with the “laptop” tag are displayed.

Customizing the Sources List

You can customize the Sourceslist. You may sort most columns in ascending or descending order by
clicking the column header; a selected columnis highlighted, and there is a upwards or downwards
pointing sort arrow in the column heading. You may change the order of the columnsin the list by
dragging column headers. Clicking the line between the two columns allows you to drag to change the
width of the column.

The default choices inthe Sourceslist are: Status, Name, Machine, Operating System, Space Used,
Space Total, Last Backup Date, Capacity, and Browse Files. By right-clicking in any of the column
headers, you get a contextual menu from which you may also add additional choices: Path, Interface,
Type, Connection, File System, Agent Version, Space Free, and Next Backup Date.

Storage Devices

The other place that your backup hardware may show up in Retrospectis under the Storage Devices
categoryinthe sidebar. Devices that show up here are those that are specifically controlled by
Retrospect, such as tape drives and libraries (sometimes called a loader, autochanger, or autoloader).

By default, it consists of three columns: Name, Status, and Location. These work as follows:

Name displays the name of the storage device, magazine, or media. A gray disclosure triangle will
appear to the left of the name for devices that Retrospect can controland use, and it can be toggled
to show the media available in that device. If you see a device listed without a gray disclosure triangle
next toits top-level name, Retrospectis not able to use that device as a backup destination.

Status shows you the condition of the storage device, as reported by the device. For example, most
tape drives willreport Ready when there is a tape in the drive that can be written. Inthe screenshot
below, because the device is a tape library, the Device Status for the first drive is 6: Ready, indicating
that the tape from slot 6 is in the drive andis ready for use.

Location shows three numbers, broken down into three digits (n:n:n) that represent Bus:ID:LUN.
Internal ATAPI (DVD+RW drive), internal SATA, FireWire, USB, and SCSIwould each be represented by
theirown bus. IDis the device’s ID on that bus. LUN (which stands for Logical Unit Number) would
represent alogical volume’s D ona SAN orin certainiSCSI configurations.
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Using the Detail area

Below the Storage Devices list, the Detail area shows additional information about whichever device is
selectedinthelist. There are two tabsin the Detail area: Summary and Options.

Summary: Inthe Summary tab, Retrospect shows you information about the selected storage device
ormedia, and that information changes depending on the kind of device or media you have selected.

[ Summary - Options |
-H Sony AIT-5 DC
Overview
Type Tape Firmware 0103
Vendor SONY Interface SCSI
Product SDX-1100 Status Mo media
Details
Location 1:2:0 Cleaning Interval 0
Media Set Last Known Cleaning
Media
Barcode Attributes
Created Tape Alert
Format

The Overview section tells you the key information about the device, includingits type, vendor, model,
firmware version, interface, and reported status. The Details section displays information about the
device’slocation and for tape drives, information about the drive’s cleaning interval and last known
cleaning. The Media section gives you details about the media in the selected device, includingits
barcode (used with some tape libraries), when the tape was first used, whether the data on the tape is
compressed ornot (shown under Format), and other tape attributes.

Options: In the Options tab, Retrospect shows you information about the selected storage device,
and the controlsin this tab are active orinactive, depending on the kind of device you have selected.

I Summary | Options }

ETapE Alert
[ 1 Enable Barcode Scanning

Clean drive after 0O hours of use. (Enter 0 for never.)

NMumber of slots per magazine: [M/A

Set Write Speed: Default

ik

The controls at the top part of the detail area are for tape drives. Checking Tape Alert causes
Retrospectto add an alert of the tape drive error to the Log (to see the error, choose View > Log).
Some tape libraries can keep track of tapes with a barcode reader; check Enable Barcode Scanning to
make Retrospect use barcoded tapes. You can also set Retrospect to alert you to clean your tape drive
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onaregular schedule by entering the number of hours between cleanings (the default choice of O
means that Retrospect will never remind you to clean your tape drive). The Number of slots per
magazine setting is most useful for libraries with many slots. It lets you group slots together for easier
viewing and slot managementin the Storage Devices view. Set the maximum number of slots to
include in a group and Retrospect will organize the library automatically. Forexample, if your library has
60 slots, and you specify a maximum of 15 slots per magazine, Retrospect creates four magazine
containers with 15 slots each. The number you specify does not represent an actual physical grouping
of slots ormagazines; itis for display purposes only.

The Set Write Speed pop up menuis used for optical drives. The default choice will write data to the
drive as quickly as the drive can handleit. If you have special needs, such as recordable media that you
know cannot handle the fastest speeds, you may choose Fast, Medium, or Slow from the pop-up
menu.

Customizing the Storage Devices List

You can customize the Storage Devices list. You may sort most columns in ascending or descending
order by clicking the column header; a selected columnis highlighted, and there is a upwards or
downwards pointing sort arrow in the column heading. You may change the order of the columnsin the
list by dragging column headers. Clicking the line between the two columns allows you to drag to
change the width of the column.

Besides the default columnslisted above, by right-clicking in any of the column headers, yougeta
contextual menu from which you may also add additional choices to the list: Type, Media Set, Vendor,
Product, Firmware, and Interface.

Hardware Overview

To confirm that your backup device is compatible with Retrospect, refer to the Retrospect website for
the latest compatibility information and more specific details on supported devices.

If you have problems with Retrospect and your backup devices afteryou’'ve confirmed you have a valid
hardware and software installation, refer to Troubleshooting and Support Resources.

Working with Retrospect and Your Hardware

Most of the time, your backup hardware will just work with Retrospect. But sometimes you may need to
monitor hardware more closely, or troubleshoot problems. This section discusses how to work with
specific types of hardware.

Seeing Your Backup Device

To confirm that your backup devices are being seen and can be used by Retrospect, check to make
sure that they appearin either the Sources list or the Storage Devices list, depending on the type of
device. Whenyou can access a device from the desktop of the Retrospect server, you should also be
able to seeitin Retrospect, with the exception of network shares, which Retrospect accesses as the
root user. For devices that should appearin the Storage Devices list, if you're having problems seeing a
device, the first thing you should try is clicking the Rescan buttonin the toolbar above the Storage
Devices list. Afteryou click Rescan, give devices up to two minutes to appearin the Storage Devices
list. Allbackup devices that are properly connected to the backup computer should also appearin
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Apple’s System Profiler application. If you cannot see the device, refer to its documentation for
information on setting up properly.

Troubleshooting Tips:

For SCSI devices, make sure each device is turned on, the cables are securely connected, each device
has aunique ID, and the SCSI chainis properly terminated. Do not rearrange devices on a SCSI chain
unless each device and the computeritself are all turned off.

If your SCSI chainis not properly connected and terminated, orif there is an ID conflict, many different
problems canresult. The most harmless problem would be a device that does not appearin the device
statuslist. Amore serious—yet subtle—problem could be a communication failure between the
backup computerand the backup device, leading to dataloss. The most serious problem would be
damage to your computer or SCS| devices on the chain.

Adrive that does not appearin the Sources or Storage Devices lists may not be supported by
Retrospect or may have special requirements. Refer to the Retrospect website
http://www.retrospect.comforthelatest compatibility information and more specific details on
supported devices.

Finder-Mountable Drives

Retrospect supports any drive that can be mounted in the Finder as a backup destination (except for
optical discs).. Thisincludes internal and external hard drives directly connected to the Retrospect
server computer, and hard disks served over the network. Retrospect also supports disk drives with
removable media, and solid-state drives (SSD) that mount in the Finder.

To see the volumes available for use with Retrospect, click Sources in the sidebar to display the
Sources list.

Choosing the Media Set Type

A mountable disk drive can be the destination for both File Media Sets and Disk Media Sets. There are
major differences between these two types of Media Set. Disk Media Sets provide the maximum
flexibility and performance because they can:

Span multiple disks, including network volumes
Include the option to automatically groom disks to reclaim disk space
Provide the best support for backing up to NAS devices and servers

Use the same Media Set as the destinationin one operation while, at the same time, be the source for
one or more additional operations.

In addition, Disk Media Sets do not have the file size limitations inherent in a File Media Set. A Disk Media
Set writes a series of files to the destination media, with each file being no larger than 600 MB (which
provides benefitsif replicating backup data to other storage).

Note: Startingin Mac OS X10.6 “Snow Leopard,” Apple changed the way the Finder calculates file
sizes, where IMB = 1,000 *1,000 bytes, instead of the traditional IMB = 1,024 * 1,024 bytes, resulting in
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apparent Retrospect Media Set file sizes of 692 MB.

When saved on hard disks, both File Media Sets and Disk Media Sets can store and access files other
than the Media Set data files.

Tip: If you were a user of previous versions of Retrospect, and used File Backup Sets extensively, make
the transition to using Disk Media Sets with Retrospect.

Preparing Mountable Disks for Use

Itisagoodideato prepare disks foruse ahead of time by adding them as members of a Media Set.
When Retrospectis executing a script and requires additional storage for the disk Media Set, it will
automatically use a disk that was previously added to the Media Set.

To add a disk to a Media Set, see “Adding a Disk to a Media Set” in Chapter5.

Disk Grooming

By default, when a disk thatis a member of a disk Media Set becomes full (or uses all the disk space you
allotted), Retrospect asks foranew disk so it can continue to copy files and folders.

If youwould rather continue to use the existing disk, you can use Retrospect’s grooming options to
reclaim disk space by deleting older files and folders to make room for new ones.

Once disk groomingis enabled and you specify a grooming policy, Retrospect automatically deletes
olderfiles and folders (based on the policy) when it needs more space. Formore information on setting
disk grooming optionsin the Media Set Creation Wizard, see “Grooming Options for Disk Media Sets”
in Chapter?.

Warning: Grooming deletes files and folders from the backup media. These files and folders cannot be
recovered. Before enabling grooming, make sure you have a backup policy that protects your critical
files and folders.

You can change or turn off a disk Media Set’s grooming options at any time. If you want to protect
backups from specific pointsin time, you can “lock” them to prevent Retrospect from grooming them.
You can also select specific backups not groomed by policy to manually delete from the Media Set.

Groomingis useful as part of a staged backup strategy. See “Staged Backup Strategies” in Chapter7
formore information.

Tape Drives

Retrospect supports most tape drives without requiring the installation of additional software. For alist
of supported tape drives, see

http://www.retrospect.com/supporteddevices/.

Sequential access mediais relatively inexpensive, has moderately-large capacity, and has a good
sustained data transferrate. Thus, tapes are well suited for backups, especially in situations where you
want to move some of your backups offsite for extra safety, or forlong-term archiving.

Whenyou use Retrospect to back up avolume to a tape, the data is written sequentially from the
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beginning of the tape to the end. Whenyou add backups to the tape, the datais appended where the
previous data ends, until the tape runs out.

Neither the backup computer nor Retrospect willmount a tape in the Finder when you putitin the drive,
so don’texpect the tape to appear on your Mac desktop.

Tip: Astaged backup strategy that involves backing up to disk, then copying the backup to tape can
help improve overall performance when backing up to tape. This is known as disk-to-disk-to-tape
(D2D2T) or disk-to-disk-to-disk (D2D2D) backup, depending on the type of media used. See “Staged
Backup Strategies”in Chapter /.

Tape Capacity

The actual amount of data that will fit on a given tape will vary due to many factors. A tape’s capacity
canbe greatly influenced by the relative speeds of the backup computer and the tape drive.

If you back up a slow source (for example, a slow computer, a slow hard drive, or a shared volume on a
network) to a fast tape drive, the tape capacity is reduced by the source’s inability to supply a steady
flow of data to the tape drive. Don’t be surprised if your tapes end up containing less than their
advertised capacities. Some tape drives are represented as being capable of higher capacities than
the drives normally achieve in day to day use. The representations refer to the amount of data before it
gets compressed by a tape drive with hardware compression capability—and they may use generous
compressionrates.

Compression

Compression, which canbe done by Retrospect or a capable tape drive, conserves space onyour
tapes by reducing the size of the data being stored. Compression doesn’t actually increase media
capacity—a given disk or tape can still only hold a certain amount of data. Compression squeezes the
original data to a more compact size before the datais put on the tape, allowing you to fit more of your
filesonagiventape.

Hardware data compressionis common on tape drives. Retrospect uses a drive’s hardware
compression whenever possible, automatically turning off Retrospect’s software compression option
if necessary.

Tip: Itis much faster to let the hardware compress the data than to have Retrospect’s software-based
routine compressit.

The amount of compression achieved varies depending on the type of data being backed up. Text files
generally compress well, while applications, system files, and already-compressed files, such as audio,
video, and PDF files, do not. As a complete generalization, given mixed content on a source volume,
compression typically will shrink data to approximately two-thirds its original size.

Retrospect disables hardware compression when you use encryption because encrypted data
compresses poorly. If you need to use encryption and compression together, use Retrospect’s
software compression option. Retrospect then compresses the data before encryptingit, whichis not
possible when hardware compressionis used.
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Tape Alert Support

Many tape drives and libraries support Tape Alert messages. These devices generate Tape Alert
messages to report hardware errors, There are three categories of alerts:

Information

Warning

Critical

Retrospect supports Tape Alert in three ways. It:
Displays a dialog box describing the nature of the error.
Logs the errorin the Activities List.

Logs the errorin the Operations Log.

You can enable/disable this behavior for any tape drive orlibrary thatis accessible from the Retrospect
server and supports Tape Alert.

Note: Retrospect does not automatically enable Tape Alert for most tape drives. You can enable it
manually as described under “Storage Devices Options”, earlier in this chapter.

WORM Tape Support

As aresult of compliance regulations and other factors, many tape drives and libraries now support
WORM (Write Once, Read Many) tapes. As the name suggests, WORM tapes cannot be erased or
reused once datais written to them.

WORM tapes are displayed in Retrospect with a special icon so they are easy to identify. While normal
tapes use the blue tapeicon, WORM tapes have a yellowicon.

Warning: When using WORM tapes, make sure Retrospect’s “Automatic skip to blank media”
preference is turned off (which is the default setting). You can find this preference by choosing
Retrospect > Preferences, then clicking on the Media tab.

Working with WORM Tapes

Since Retrospect treats WORM tapes differently than normal tapes, itis recommended that you use
WORM tapes exclusively with Tape WORM Media Sets.

When you create a new Media Set, you can choose to create a Tape WORM Media Set. See “Creating
Media Sets” in Chapter 5.

Tape WORM Media Sets are treated differently than normal tape Media Sets. During an automatic
operation (i.e. a scripted operation) that uses a Tape WORM Media Set as the destination, Retrospect
will copy files to a WORM tape with the correct name. If it cannot find a WORM tape with the correct
name, it will automatically use a blank WORM tape only. Retrospect will never automatically add a
blank, normal tape to a Tape WORM Media Set.
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Similarly, during an automatic operation that uses a normal tape Media Set as the destination,
Retrospect will never automatically add a blank WORM tape (only a blank, normal tape) to the normal
tape Media Set.

You can manually add normal tapes to Tape WORM Media Sets and WORM tapes to normal tape Media
Sets when Retrospect makes a Media Request during an Activity execution, or by using Retrospect’s
Add Member to Tape Media Set feature.

Note: WORM tapes can never be erased orreused, even when they are part of anormal tape Media
Set. Normal tapes can be erased and reused even when they are added to a WORM Medlia Set.

Cleaning Your Tape Drive

Regular cleaning of your tape drive is essential for reliable performance. Dirty drive heads are a major
cause of tape drive problems and reported media failures. Retrospect may report in the Log error -206
(drive reported a failure: dirty heads, bad media, etc.) in these cases.

Cleaning most tape drivesis as simple as inserting a special tape cleaning cartridge and letting the
drive cleanitself. Refer to your drive’s documentation forits manufacturer’s cleaning
recommendations.

Depending on the capabilities of your tape drive, anumber of tape cleaning options are available.

For alltape drives, Retrospect has a option to set the cleaninginterval. To access this option, choose
Storage Devicesinthe sidebar, select your tape drive in the list, click the Options tab in the detail area,
and enter a number next to “Clean drive after [blank] hours of use.” Zero, the default choice, tells
Retrospect to neverremind you to clean the drive.

If you have a tape library that supports barcode reading, and a cleaning tape (with a cleaning barcode
label)isloadedin the cleaning slot, Retrospect automatically cleans the drive at the specified interval.
If you have a tape library that does not support barcode reading, Retrospect will stillautomatically
cleanthedrive, aslong as you have designated a cleaning slot and inserted a cleaning tape.

To designate a slotin alibrary as the cleaning slot:
Load the cleaning tape into an empty slotin the library.
Click Storage Devicesinthe sidebar.

Select the tape drive in the Storage Devices list. If necessary, click the disclosure triangles to show
all the library slots.

Right-click onthe slot that contains the cleaning tape. From the contextual menu, choose “Enable
as cleaningslot.”

Retrospect changes the name of the tape in the list to “Cleaning tape.”

To clean a tape drive manually:

If you have a single tape drive, simply insert the cleaning tape. Most tape drives will recognize the
cleaning tape, performthe cleaning, and eject the cleaning tape. If you have a tape library, make
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sure that you have designated a slot as a cleaning slot, as described above.

With a tape library, drag the slot that contains the cleaning tape to the drive iconin the list.
Retrospect moves the cleaning tape into the drive and the drive automatically performs the
cleaning cycle. With some libraries, you can also right-click the tape drive, then choose Clean from
the contextual menu. Retrospect asks you to confirm that you want to clean the drive. Click Clean.

Viewing Tape Status

You canuse Retrospect to view information about tapes that you want to use, orhave used, for
backups.

Before viewing tape information, make sure the device youwant to use s listed in the Storage Devices
window. If the device you want does not appearin the window, see “Seeing Your Backup Device,”
earlierinthis chapter.

To view tape status:
Click Storage Devicesinthe sidebar.
Insert a tapeinto the drive.

Once atapeisloaded, its status appears in the Status column of the list. The meaning of the status
messages are as follows:

Ready indicates the medium contains Retrospect data oris amember of a Media Set that is ready for
use.

Erasedindicates an empty medium.

Content Unrecognized means the tape is not empty, but does not contain valid Retrospect data.
Often, this happens whenyouinsert a tape written to by other backup software.

Wrong Version may mean the inserted tape was written to by another version of Retrospect. It can also
mean the drive’s firmware version is not supported by Retrospect.

Write Protected means the tape is locked.

Rewinding means the tape isin the process of being rewound.

Pending means that the tapeisloaded in the drive, but it has not yet been read.
Hardware Error indicates a device error has occurred.

Unloaded usually means a tapeis in the drive but is rewound and must be ejected and reinserted to be
used. This message may also appear while a tape is being changed in a tape library.

Moving Media means the tape is being moved from one slot to another, to the tape drive mechanism,
orviceversa.

Running and Busy indicate the drive is busy.
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Empty indicates thereisno tapein the drive.

Preparing Tapes for Use

When Retrospectis executing a script unattended and requires a new tape, it willautomatically use any
appropriate tape thatis erased or has the correct name. Itis a goodidea to prepare media foruse
ahead of time by erasing or formatting tapes.

You can also add tapes to a Media Setin advance of Retrospect requesting them.

To add tapes to a Media Set:

Make sure that a tapeisinsertedinyour single tape drive, or that there are tapes in the slotsinyour
tape library, then click Media Sets in the sidebar.

Click to select the tape Media Set to which you want to add members.
Inthe detail area below the Media Sets list, click the Members tab.
Click the + (plus) button below the list.

Selecttheinserted tape oratapein alibrary slot. If necessary, click the disclosure triangles to
show all the library slots.

Click Add.
Click Add.

Commands for Single Tape Drives

The following commands for working with tape drives are available by right-clicking the drive in the
Storage Deviceslist and choosing the command from the contextual menu. Other commands in this
menu are for use with tape libraries, and are covered under “Commands for Tape Libraries” laterin this
chapter.

Eject unloads the selected tape fromits drive.

Erase erases the contents of the selected tape, and—in the case of some tape drive
mechanisms—conditions media to be reused.

Retension winds the selected tape forward to the end and back to even out the tension and alignment.
(Some types of tapes are retensioned automatically during execution, and cannot be retensioned
manually with this command.) You should retension tapes if they have not beenusedinalongtime orif
the temperature or humidity of their storage environment has changed significantly.

Format completely reformats the selected tape. This process can be more time-consuming than
Erase. Itis only supported by certain tape drives.

Tape Libraries

Atapelibrary (sometimes called aloader, autochanger, or autoloader) is a hardware unit that
mechanically moves tapesin and out of its drive mechanism(s) from a magazine or fixed storage slots
holding several tape cartridges. Tapes can be arranged in any order and Retrospect will determine
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which tape it needs to perform an unattended backup. Tape libraries are useful for large-scale network
backups because they automatically change tapes when one fills up, limiting downtime due to
unavailable media. Many tape libraries are available, each using one or more of the many available tape
drive mechanisms. For more information, refer to the libraries’ manual and the Support & Hardware
section of

http://www.retrospect.com/supporteddevices/.

Retrospect supports barcode-reading libraries and manages tape cartridges based on theirbarcode
identification. It displays a tape’s barcode in addition to its member name (if any) in media requests,
Backup Set properties, Operations Log events, and the Storage Devices window. Retrospect
recognizes CLN-coded cleaning cartridges.

Retrospect supports multiple import-export slots to move cartridges within and to and from the
library. Import-Export slots appearin the Storage Devices list. You can drag and drop tapes to and
fromthe import-export slots.

If you have a tape library with multiple drives and the Advanced Tape Support add-on, Retrospect can
perform multiple operations using different drives simultaneously.

How Retrospect Works with Tape Libraries

Retrospect works differently with tape libraries depending on whether or not the library supports
barcodereading.

Retrospect supports barcode-reading libraries and manages tape cartridges based on their barcode
identification. It displays a tape’s barcode in addition to its member name (if any) in media requests,
Media Set properties, Log events, and the Storage Devices list. In addition, Retrospect recognizes
CLN-coded cleaning cartridges. Barcode support enables Retrospect to quickly scan the storage
slotsin alibrary to determine their contents.

If yourlibrary does not support barcode reading, Retrospect must scan the library to get the name of
eachtape. Thelibraryinserts each tape in the tape drive, and Retrospect then keeps track of the tapes’
names and |locations.

Eachtime Retrospectislaunched, orthelibrary’s dooris opened, or the magazine is changed, the
library’s contents may change, so Retrospect must scan to keep current.

For libraries without barcode support, Retrospect uses a unique feature called “storage slot memory”
that speeds up subsequent scans of the library. Each time you exit Retrospect, it records the state of
each slot and drive in the library and saves this information in its configuration file.

Viewing Tape Library Status

Toview a tape library’s status, insert aloaded magazine (if applicable to your device) and click Storage
Devicesinthe sidebarto display the Storage Devices list. Notice how the library, tape slots (including
import-export slots), and drive(s) appearin the list.
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Library icon

Y

% P S
Rescan Erase Eject
Name Status Location
HL-DT-ST DVD-RW GH41N 2:0:0
V- Qualstar Library 1:0:0
Drive icon v Sony AIT-5 DC 6: Ready 1:1:0
Name of tape in the drive I 1-Tape Set X A00008
V.M Sony AIT-5 DC No media 1:2:0
(Empty)
0 Import-Export slot 1
1: (Empty)

v D Library slots 1 to 12
B Slot: 1 - [A00009] 1-Tape Set Y
Slot: 2 (Empty)
B Slot: 3 - [A00010] Untitled
Slots —— B Slot: 4 ([000026] 000026)
Slot: 5 (Empty)
B Slot: 6 - [A00008] In drive
P slot: 7 (Unknown)
B Slot: 8 ([CLN000] Cleaning tape)

Retrospect displaysinformation about the library, tape drives, and each of the storage slots, including
status, location, and barcode. Icons and additional status information indicate the contents of each
slot.

The slot has no tape because it was moved into the drive. Thisis certain because the library always
knows from which slot it has moved a tape into the drive.

2]
(Unknown) - The slot has not been scanned by Retrospect.
=

The slot has been designated as a cleaning tape slot by Retrospect. Cleaning tapes use a green tape
icon.

]

The named tape was in the slot when Retrospectlast scanned for tapes, but the status is unverified
because the slot’s content may have changed since then.

The named tape was in the slot when Retrospectlast scanned for tapes, andis verified because the
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slot’s content could not have changed since then.
[

There was a media error writing to the tape. Retrospect will not use this tape for automatic executions
(scripts). You must manually erase the tape toreuseit.

+.2]
This tapeis formatted as WORM (Write Once, Read Many). See WORM Tape support, earlierin this

chapter.

Working with Tape Libraries

In the Storage Devices list, you can move tapes by dragging and dropping theiricons. Position the
pointer over a tapeicon, thenyou can click and drag a tape from slot to slot, slot to drive, drive to slot,
ordrive to drive.

Commands for Tape Libraries

The following commands for working with tape libraries are available by right-clicking the library, drive,
orsloticonsinthe Storage Deviceslist and choosing the command from the contextual menu. Some
commands in this menu are for use with all kind of tape devices, and are covered under “Commands for
Single Tape Drives” earlier in this chapter.

Ignore tells Retrospect not to scan or use this device.

Clear Barcodes unlinks barcode information from all known tapes. This feature should only be used if
Retrospectisincorrectly displaying barcode information or tape names, orif directed to do so by
Retrospect Technical Support.

Initialize Elements sends the Initialize Element command to the library, which forces the library to
update the status of all elements. Use this command if you encounter a situation in which the
informationreported in the Storage Devices window does not match the actual state of the library.

Enable as cleaning slot designates the selected slot as a cleaning slot. Retrospect willnot scan the
cleaning slot whenit searches formedia. If your library supports barcode reading, Retrospect
automatically recognizes a CLN-coded cleaning tape and reserves its slot for cleaning purposes. You
can specify the number of cleanings pertape and how often to clean a tape drive from the Properties
window for the drive or tape.

Scan cycles through the selected storage slots in the library, moving each tape from slot to drive to
learn the name of the tape. You do not need to use this command if your tape drive supports barcodes.

Import-Export Support

Some libraries come with separate ports that are used to load single tapes into and from the library
without opening the door. Retrospect uses the term “import-export slot” for this feature, which is also
known as “Mail Slot,” “I/E element,” and “Call Slot.” If the import-export slots are present and enabled
in alibrary, Retrospect displays them as separate slots at the top of the list of slots. You candrag and
drop tapes from the source drive or any slot onto the import-export slot and the library willmove the
selected tape to the port. Whenyou place a tape into the port, Retrospect displays “Media Available”
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next to the import-export slot and you can move it by dragging it to any slot or drive in the library.

Retrospect does not scanimport-export slots during unattended operation. Do not place atapeinthe
import-export slot if youwant to use the tape in an unattended operation such as a scripted backup.

Tape Library Media Requests

Duringimmediate and automated operations, Retrospect scans the library, searching for the
appropriate media, and loads whichever tape is required. If anew or erased tape is required,
Retrospect willload and use the first one available.

If it cannot find an appropriate tape to use, Retrospect displays the mediarequest alert in the Activities
list. The operation cannot continue until you insert media.

Tape Library Media Failures

When Retrospect encounters a media failure, this is a fatal error that stops all operations.

With tape libraries, you can turn on Retrospect’s “Use new media automatically after write failure”
media handling preference to avoid stopping all operations. If this preference is enabled and
Retrospect encounters a media failure, it looks for the next available tape and usesitinstead.

Media Longevity and Storage

Media life depends largely upon how the media is stored and maintained. Proper storage avoids
moisture, heat, and particulate contamination, which cause media deterioration, leading to loss of
media integrity or loss of data itself.

Magnetic media’s worst enemy is moisture. Keep media out of direct sunlight and away from heaters.
Avoid extreme temperature changes. Airborne particulates such as dust and cigarette smoke can also
harm media.

Tapes are unique in that they use lubricant. The tape mediais lubricated, and after many passes over
the drive’s heads, tapes tend to fail because the lubricant has dissipated. You should be able to get a
few thousand passes from a tape, but remember that each tape operationinvolves several passes.

Afire-and smoke-proof safe in a climate-controlled building is anideal media storage location. At the
very least, keep the mediainits original containersinside a cabinet or desk.

How Retrospect Works with Multiple Backup Devices

During an operation, Retrospect searches available backup devices for the appropriate medium. If the
medium fills or Retrospect needs another medium for any reason, it searches available drives. This is
useful, forexample, to have one drive with the tape Retrospect expects and another drive with an
empty tape forwhen the first tape fills during the night. The drives must use similar mechanisms, such
as two LTO drives.

Retrospect for Macintosh can simultaneously write to multiple devices with the Advanced Tape
Support add-on. See the Retrospect website formore information.
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Chapter 6
Working with Clients, Servers, and Network
Shares

This chapter providesinstructions on configuring and administering the Retrospect Client software
that allows you to access networked Retrospect client computers from the backup server. It also
describes the options and controls available to Retrospect clients. In addition, this chapter explains
how to add other networked resources, such as servers and network shares, to Retrospect to be
backed up. Finally, you’ll find advice about how to best set up your network backups.

Network Backup Overview

Retrospect allows you to use one or more Retrospect server computers with attached storage devices
to back up networked Macintosh, Windows, and Linux computers equipped with Retrospect Client
software. You can also back up networked servers, such as machines running Mac OS X Server,
Windows Server, or NAS devices, in two different ways, which will be explained laterin this chapter. If
you have more than one Retrospect server, you can conveniently administer them all from a single
installation of the Retrospect console application.

To backup clients, firstinstall the Retrospect Client software on each of the client computers. Thenuse
the Retrospect console application to add those clients as sources for use by the Retrospect server.
After configuring the clients, you can create and schedule scripts using client volumes as sources, as if
the volumes were connected directly to the Retrospect server.

Client Licenses

Retrospect will work with as many clients as you have licensed. You can add licenses to support more
clients.

Retrospect’slicense manager keeps track of your client licenses with the license codes you enter.
Clientlicense codes are included with most Retrospect for Macintosh products and are also available
separately in Retrospect Clients Packs.

Toview current licenses, choose Retrospect > Preferences, then click on the Licenses tab. If there is
more than one serverlistedin the list on the left, click the server for which you wish to view the licenses.
The list on the right shows the differentlicenses you have added, including client licenses, and under
the Used column, shows how many licenses are in use.
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Tip: Licenses are specific to a particular Retrospect server, so if you have more than one server, each
serverwill be running entirely different sets of licenses. For example, if only one of your Retrospect
servers has a tape library attached to it, you only need to purchase the Advanced Tape Support license
forthat server.

To add aclientlicense, click the Plus (+) button below the license list and enter your new license codein
the dialog that appears. To purchase additional client licenses, click the Purchase button below the list.

Working with Retrospect Clients
Installing Retrospect Clients

The subject of installing Retrospect Client software on your Macintosh, Windows, or Linux computersis
coveredin Chapter1. Please referto that discussion.

Working with Firewalls

When backing up network clients, Retrospect needs certain network access thatis not enabled by
default with most firewalls.

Retrospectuses port 497 forboth TCP and UDP communications. To successfully find and access
Retrospect clients, your firewall needs to be set to allow communication over port 497 for both TCP
and UDP on all Retrospect clients as well as on the Retrospect backup server.

On Macintosh, you control the Mac OS X firewall settings in System Preferences > Security > Firewall.

The default setting for the firewallis “Allow allincoming connections.” If you install the Retrospect client
with this setting enabled, Retrospect should always be able to communicate with the client.
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Warning: If the firewall is set to the “Allow only essential services” setting when the Retrospect client
softwareisinstalled, oris changed to the setting after the client is installed and has been added to
Retrospect’s Sources, Retrospect will not be able to communicate with the client.

With the “Set access for specific services and applications” setting, the Retrospect Client software
installer will work with the firewall to open the required ports so that Retrospect can communicate with
the client.

OnWindows, if you are using the Windows XP SP2 (or later, including Windows Vista and Windows 7)
Firewall, Retrospect automatically opens these portsif the firewall is enabled when Retrospectis
installed. Otherwise, you must open the ports manually. See your Windows documentation for
information on enabling firewall exceptions.

Client Security

Retrospect allows you to create highly encrypted private and public key certificate files for your
Retrospect Clients. These certificates can then be used to automatically login clients to the server. This
is the recommended method, but you can also enterindividual passwords for each Retrospect Client.
If you choose to use individual passwords, you will be prompted to enter those passwords when you
install the Retrospect Client software.

Using Public/Private Key Authentication with Retrospect Clients

Public/Private Key is a method by which Retrospect Clients running Mac OS X10.4 orlater canbe
loggedinto a Retrospect server automatically through use of matching encryption key sets. To use this
feature, follow the steps below.

Launch the Retrospect application and choose Retrospect > Preferences > Clients.

Click “Create keys...”, enter a password of eight characters or more for key creation, then click
Create. Retrospect may take up to a minute or more to generate the keys, depending onthe
speed of the computer.

If youwant Retrospect to automatically login clients with the proper public key, check
“Automatically add clients”. Thisis recommended. The Retrospect server will then periodically
check the network for new clients with the matching public key and automatically add them to
Retrospect’s Sources list. Clients so added will be tagged with the “Automatically Added Clients”
tag, providing both a place tolook in Retrospect for automatically added clients and also a way to
create a script that will use the tag to automatically back up such clients. (Formore information on
tags, see the sectiononTagsin Chapter 3.)

From the Retrospect Installer diskimage or CD, open the Client Installers folder, then copy the Mac
Client Installer folder onto your hard drive.

Inthe Finder, locate the pubkey.datfilein /Library/Application Support/Retrospect/andcopy
itinto the foldernamed “public_key” inside the Mac Client Installer folder on your hard drive.

Distribute or copy this public_key folder containing the pubkey.dat file along with the Retrospect
Clientinstaller. Aslong as the public_key folderis located at the same level with the Clientinstaller
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when theinstallerisrun, the proper encryptionkeys (pubkey.dat, pubkeyl.dat, pubkey?2.dat, ..
,pubkey9.dat)Willbeinstalled on each client.

Afterinstalling the Retrospect Client software on each computer, they can be loggedin (orwillbe
automatically logged in, if that option was set) at the Retrospect server.

Network Interfaces

If your backup computer has multiple network interfaces, the Retrospect application and Retrospect
Client software automatically switch to the next available networkinterface if the primary interface is
not available.

Mac OS X’'s Network System Preferences allow you to specify the orderin which you want to try
different networkinterfaces when connecting to a network.

For more information about configuring network interfaces, see “Advanced Networking,” laterin this
chapter.

Adding Retrospect Clients to Sources

Afteryou have installed the Retrospect Client software on the machines on your network that you want
to backup, you must next add those clients to Retrospect’s Sources. Clients can be Mac, Windows, or
Linux machines.

To add networked clients, follow these steps:

In the Retrospect console, click on Sourcesin the sidebar. If thisis the first time you are adding
clients, only the local hard disks on the Retrospect server appearin the Sourceslist. These local
hard disks will often be the eventual destinations for your backups.

Click the Add buttonin the List View toolbar. The Source dialog will appear.

If you have more than one network interface, choose the one you wish to use from the “Sources
frominterface” pop-up menu. Retrospect will search the network for active clients, and they
appearinthe Source list. If you have set up Retrospect and the Retrospect Client machines to use
private/public key authentication, and to add clients automatically, Retrospect will do so without
prompting you for a password. Skip to step 6.

Click to select aclientin the list. If you want to select multiple clients, to which you have assigned
the same password, hold down the Command key and click on each clientin thelist, or click then
Shift-click to select a contiguous group.

Click Add. If you are not using private/public key authentication, Retrospect will ask you for the
password for the client. Enter the password, and click OK. Repeat the process for any remaining
clients youwish to add. Retrospect adds the clients to the Sources list, behind the Source dialog.
If you have added all the clients you want, click Done to dismiss the Source dialog.

(Optional) Sometimes, available clients won’t appear automatically in the Source dialog, perhaps
because they are outside of the local subnet. You can add these clients manually by clicking the
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“Add Source Directly” button at the bottom of the Source dialog. Retrospect will display a dialog
askingyou forthe IP address (or DNS or machine name) and password of the client. Enter that
information, then click the Add buttonin the dialog. If Retrospect successfully connects to the
client, youwill see agreenicon, and the client willbe added to the Sourcesllist. Click Done to
dismiss the “Add Source Directly” dialog, then click Done again to close the Source dialog.

Once you are done adding clients, they appearin the Source list, initially asicons with the client
machine’s names. Click the disclosure triangle next to a machine name to display all of the disk
volumes connected to that machine.

Testing Client Connectivity

In order to backup a Retrospect client machine, Retrospect naturally has to maintain a connection
between the Retrospect server and the client. Retrospect provides three ways to test and maintain
that connection: Refresh, Locate, and Test Address.

Refresh

First, you can test that a machine with the Retrospect client software that you have previously added to
Retrospect’s Sourcesis still reachable using the Refresh function. Follow these steps:

In the sidebar, click on Sources.

Inthe Sources list, click to select a Retrospect client machine. To make it easier to find the client
machine you are looking for, click the Client button in the Scope Bar, which will make the Sources
list only display Retrospect clients. Make sure you click the icon for the machine, not one of that
machine’s volumes or Favorite Folders.

Click Refresh. Retrospect will search for the client machine. If the searchis successful, Retrospect
willupdate the information on the client machine in the Summary tab of the Detail view. If the
client’s volumes have changed, they will also be updated in the Sources ist. If the client cannot be
found on the network, Retrospect will display a dialog telling you so.

Locate

In some unusual situations, Retrospect can have difficulty finding a client. Forexample, if you add a
clientusing a specific IP address, and that IP address changes, Retrospect may not be able to find the
client. Inthis case, use the Locate feature. Follow these steps:

In the sidebar, click on Sources.
Inthe Sourceslist, click to select the Retrospect client machine you wish to locate.

Click Locate. Retrospect will display a dialog similar to the one foradding a client. Locate the client
andclick Locate.

Test Address

You cantest foraresponding client at a known IP address, DNS name, orlocal hostname (foundin the
Sharing panel of System Preferences, with the name in the format computer name.local). Follow these
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steps:
In the sidebar, click on Sources.
Click the Add buttonin the toolbar. The Add Source dialog appears.

Click the Test Address button. In the resulting dialog, enter an IP address, DNS name, orlocal
hostname, and click Test. If Retrospect Client software is found at the specified address,
Retrospectreportsits client name, address, and client software version. If a computeris found at
the specified address, butitis not running Retrospect Client software, orif no computeris found
at the address, Retrospect reports an errorin the dialog.

Removing a Client

Afteraclient has beenloggedin, there may come atime whenyou nolongerneeditin the Sourceslist
(forexample, if the client computeris removed from the network.). In this case, you can tell Retrospect
toremove it.

Inthe Sourcesllist, select the client and choose Remove from the toolbar.

Retrospect asks you to confirm the operation. By clicking OK, you are removing the client volumes
from scripts and otherlistsin Retrospect. This only affects Retrospect on the Retrospect serverinuse
atthe time. It does not affect other copies of the Retrospect server running on other computers on the
network, which remainloggedin to the client as usual. Removing a client does not affect that client’s
existing backups.

Removing a client makes one more client license available in the Licenses pane of Retrospect’s
Preferences.

Getting Information About a Client

In the Retrospect console, you canview status and otherinformation about any client that appears in
the Sourceslist. You'll find that information in the Detail view underneath the Sources list.

Options  Tags
X rsmb
Overview
Client Name rsmb Last Backup Date Today at 8:06 AM
Type Desktop Next Backup Date
File System status () Backed Up
Path Version 16.0.2101

Details
Total Space Interface Default / Multicast
Used Space Address 192.168.0.235
Free Space Speed 13400 KB/s
Echo Time
Security Public/Private Key Clock Offset

Priority Tags

The Overview section of the Summary tab view includes the following information:

Client Name is the given client name. This is taken from the client computer, unless you have renamed
the client with the Rename buttonin the Sources toolbar.
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Typeindicates Desktop or Server.

File Systemis only active whenyou have selected a client volume, and lists the file system used by that
volume (for example, Mac OS Extended or NTFS).

Pathis only active when you selected a client volume or Favorite Folder, and shows the directory path
to the selected item.

Last Backup Date shows the last time Retrospect backed up the selecteditem.
Next Backup Date shows the next time Retrospectis scheduled to backup the selecteditem.

Statusindicates the client’s availability for backups and other operations.

©

Backed Up means the client has been backed up according to a schedule in Retrospect.

4

Busy means the clientis currently being accessed by Retrospect.
[~}

Locked means the user at this client workstation has checked the “Read Access Only” access
preference in the client control panel. (The client can be backed up, but you cannotrestore toit or
delete files fromit.)

o~

Offline means the clientis not visible to Retrospect, either because it is shut down, off the network, or
does not have the client software running.

e

Ready means the clientis a sourcein ascript, but hasyet to be backed up by Retrospect.

Unprotected means that Retrospect has never backed up the selected item.

Versionis the version number of the client software installed on the client computer.

The Details section of the Summary tab view shows the following information:

Total Space shows the total size of the volume, when you have selected a client volume.

Used Space shows how much space on the volume isinuse, whenyou have selected a client volume.

Free Space shows how much spaceis available on the volume, when you have selected a client
volume.

Security shows the kind of security being used by the client. It will show either None, Password or
Public/Private Key. This will also show if the client has the “Encrypt Network Link” option selected (in the
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Options tab).
Interface is the network interface assigned to the client.
Addressis the IP address of the client.

Speed s the transferrate of the network connection between the backup computer and the client
computer.

Echo Time is the time delay, in milliseconds, experienced in communicating with this client, typically
under 200mes. If the network or clientis busy, or you are using routers, the echo time could easily be
higherwithoutindicating a problem.

Clock Offsetis the difference in time between the internal clock of the client computer and the
Retrospect server.

Updating Clients

As client software isimproved, new versions will be made available for download from the Retrospect
website. You canthen update clients either from the Retrospect server, or fromindividual clients.

Updating Clients from the Retrospect Server

To update a client from the Retrospect server, follow these steps:
In the sidebar, click on Sources.

Inthe Sourceslist, click to select the Retrospect client machine you wish to update. To update
multiple clients, hold down the Command key and click on each clientin the list, or click then Shift-
clickto select a contiguous group.

Click the Update buttonin the toolbar. Retrospect asks you to specify the location of the
Retrospect Clientupdate (.rcu) file. There are different client update files for different operating
systems: Mac OS X, Windows, and Linux. Different client update files may be available from
different places such as the Retrospect CD and the Retrospect website.

Select the appropriate client update file, whereverit may be, and click Update. After your
confirmation, Retrospect begins updating the client software on the client computers. If you have
different types of clients, repeat these steps foreach type.

NOTE: You can find the RCU file on the Retrospect website under Downloads for arespective
platform’s client. You can also export it from Preferences > Console > Export Client Installer.

When the update is complete, Retrospect reports the results in the Operations Log.

Updating Clients from the Client Computer

If you do not want to update clients from the Retrospect server as described above, you can update
clients directly from the individual client computers. This is done with the Client Installer application
(Mac OS X), Setup application (Windows), or tar installers (Linux), which can also update clients.
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Follow the installationinstructions (see Chapter 1) appropriate for the computer’s operating system. If
you are using Public/Private encryption key pairs, remember to include the proper pubkey.dat file in
the Retrospect Clientinstaller’s public_key folder before running the Client installer.

Uninstalling a Client and Its Software

If youwant to remove the client software from a computer, forget the client as described in “Removing
aClient,” earlierin this chapter. Then see the following sections for each type of client:

Mac OS X
Windows
Linux

Mac OS X

Locate your Retrospect diskimage or CD and navigate to
/Client Installers/Mac Client/.

Copy the Mac Client Uninstaller to the Macintosh on which you want to uninstall the Retrospect
Client software.

Open the Mac Client Uninstaller and follow the on-screeninstructions to uninstall the Retrospect
Client software.

Windows

From the Start menu, choose Settings > Control Panel (Windows XP) or Control Panel (Windows
Vista and Windows 7).

Double-click Add/Remove Programs (Windows XP) or Programs and Features (Windows Vista and
Windows 7).

In the window that appears, select the Retrospect Client software and click Change/Remove
(Windows XP) or Uninstall (Windows Vista and Windows 7).

Linux

The process for uninstalling the Linux client varies depending on how the client software was installed.

For tar, manually remove the client software files installed by tar.

Working with Servers and Network Attached Storage

Allversions of Retrospect (with the exception of the Desktop version) can backup Mac OS X Server or
Windows Server machines. And all versions can use Network Attached Storage (NAS) devices as a
Source. You add the network share to Retrospect’s Sources list by specifying the server’'s name or IP
address, and entering valid login credentials.

CHAPTER 6 + WORKING WITH CLIENTS, SERVERS, AND NETWORK SHARES 78



Adding a Server or NAS as a Source

To add a network share or NAS to the Sources list, follow these steps:

Click on Sourcesin the sidebar. The local hard disks on the Retrospect server and Clients that you
have previously added appearin the Sources list.

Click the Add buttonin the List View toolbar. The Add Source dialog appears.

At the bottom of the Source dialog, click “Add Share.” A dialog appears asking for the server’s
credentials. You must enter a URL for the network share, beginning with the abbreviation for the file
sharing protocolused by the share. Use arp: // if the share uses the Apple Filing Protocol; use

smb: // if the share uses the Server Message Block protocol commonly used by Windows
computers (Mac OS Xmachines can also connect to SMB networks). Follow the protocol
abbreviation with the name (preferred) or IP address of the share, then a slash, then with the
directory name of the shared volume. If the computer to which you’re connecting does not have
its name assigned by a DNS server, you will need to add the .local domain, such as

afp://serverName.local/shareName.

Enterausername and password for the network share, then click Add. If the information you
enteredis correct, Retrospect displays a greenicon next to the Add button. The network share will
also be added to the Sources list behind the dialog. If not, you'll get aredicon, and you should
check andrenter the information.

Click Done to exit the credentials dialog, then click Done again to exit the Source dialog. You'll see
that the network share has been added to the Sources list.

Adding network shares

Network shares canbe backed up orused as abackup location. Retrospect supports AFP, SMB, and
WebDAV shares. Identifying shares and adding them to your projectsis now easier than ever.

To add a share as a source:

Click Sources > Add > Share. Enter the share address and any required log-in information.
To add a share as a backup location:
Click Media Sets > Add > Share. Enter the share address and any required log-ininformation.

New Retrospect Client software

Retrospect Client software allows individual users to control aspects of the backup and restore
operations performed on their computers. The client software has been redesigned for Windows and
Mac OS. The changesinclude:

Anupdated userinterface with Windows taskbar and Mac menu barintegration
User-initiated backups andrestores

Better-organized preference panels with enhanced options
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Link encryption employs strong AES-256 encryption

Note: The Retrospect system administrator has the ability to restrict access to some of these features.
For more information, see Locking client features and preferences.

User-initiated backups and restores

Users now have the ability to restore files and request backups directly from their desktop. When the
Retrospect Client software isinstalled, a Retrospecticonis added to the Windows taskbar and Mac
OS menu bar. Click theicon to open a menuyou can use to initiate a backup orrestore operation.

SO * 4 Wed223PM Q

Backup Scheduled

Back Up Now
Restore Files...

Open Retrospect Client Preferences...

Back up now, ..
Restore Files, ..

Cpen Retrospect Client Preferences. ..

! Hide

User-initiated backups

This backup method is best if you need to quickly protect a specific file or folder. Itisnot meanttobe a
substitute forregular backups and cannot be used to perform a full system backup of your computer.

To perform a user-initiated backup:

Click the Retrospecticonin the Windows taskbar orMac OS menu bar.
Select Back Up Now.
Use the Backup Files and Folders dialog to select the items to back up.
Click Back Up.

Notes about user-initiated backups:

The Back Up Now and Restore Files menuitems are inactive until the client computer has beenlogged
into a Retrospect server where these options are activated.

Mac: By default, backed up files and folders are stored in a Media Set chosen by the system
administratorin the Retrospect Client preferences. The Media Setis selected using the Back up on
demand to popup list.
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Windows: By default, backed up files and folders are stored in a Backup Set chosen by the system
administratorin the Retrospect Client preferences. The Backup Set is selected using the Back up on
demand to popup list.

User-initiated restores

Restores can be initiated from the client computer’s taskbar ormenu bar or by clicking the Restore
button on the Retrospect Client preference pane’s History tab.

To perform a user-initiated restore:

Click the Retrospecticon onthe client computer’s taskbar ormenu bar.
Select Restore Files .

In the Restore Files and Folders window, select a backup from the menu that contains the files you
would like torestore.

Selectthe files torestore.

Click Restore .

To choose a differentlocation, click Browse . To continue, click Restore .
Improved client preferences

To open the Retrospect Client preference pane on Mac:

Click onthe Retrospect menuicon onthe menu bar. Select Open Retrospect Client Preferences.
Click System Preferences in the Dock. Click the Retrospect Clienticon.
From the Apple menu, choose System Preferences. Click the Retrospect Clienticon.

To open the Retrospect Client control panel on Windows:

Click Start > Programs (or All Programs) > Retrospect > Retrospect Client.

From the Windows taskbar, click the Retrospect Clienticon and select Open Retrospect Client
Preferences.

Setting client preferences

Preferences are grouped into the following categories: Status, History, Notifications, Privacy, and
Schedule. Click one of the category buttons to access the settings.
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Latest Backup: -
Next Backup: -
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Click the lock to make changes.
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Client Mame:
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Status preferences

Protected by Retrospect Server : ** Use this option to disable access to the client by the backup
computer.

Client Name : The client name and the client IP address being used by Retrospect are displayed here.

Status area: Information about yourlatest and next backups are displayed. If abackup is running, a
progress baris shown.

History preferences

History area: Your disk-based backups are listed here. In each row you will find information about the
backup and a Restore button. Agreeniconindicates the backup completed successfully. Ayellow
iconindicates there was a problem with one or more files in the backup. Arediconindicates the
backup failed. To start arestore operation using one of these backups, click the corresponding
Restore button.

Notifications preferences

Notify after backup : Displays a message after the completion of a backup or other operation.

Notify if no backup in Ndays : Displays a message if the client has not been backed up within the
number of days specified in the entry box.

Report SMART errors : Requests animmediate backup from ProactiveAl Backup (if applicable) when
Retrospectlearns of errors on the client’s SMART hard drive volumes. This setting is off by default.

Privacy preferences

Privacy area: This area displays any files or folders designated as Private. Private files are not visible to
the Retrospect server and are not backed up. Drag volumes, files or folders to this panel to designate
them as Private.

Add/Remove buttons : To add files or folders to your Privacy list, click the Add button and navigate to
the files or folders you wish to add. Toremove anitem fromyourlist, select it in the Exclude area, and
click the Remove button.

Allow Retrospect to change files on my system (Required for restore): When this optionis
unchecked, the client can be backed up, but files on the client cannot be restored, modified, or
deleted by the backup computer. This setting is on by default.

Schedule preferences

Delay ProactiveAl Backups until after [date & time] : Prevents the backup computer from backing up
the client computer before the specified time and date, up to one week from the present time. (Click
onthetime and date or click the arrows to make changes.)

Locking client features and preferences

The Retrospect system administrator has the ability to prevent users from changing certain client
settings. Forinstance, you may not want users to prevent their computers from being backed up.
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The most efficient workflow for a system administratoris to establish a set of standard lockout
preferences, and then make any desired customizations on a client-by-client basis. The steps below
explain how to do this.

To set the default lockout preferences:

The lockout controls are in the Retrospect console. Mac: Choose Retrospect > Preferences >
Clients tab. Windows: Choose Configure > Preferences > Allow Clients to in the Retrospect
console sidebar.

In the Allow Clients to section, modify one or more of the following preferences:

Turn off the Retrospect Client software : \WWhen checked, this preference allows users to hide their
client from the Retrospect server. Allcommunication between the server and the client will be cut.
Any backups scheduled to run while the client is turned off will be skipped.

Stop running backups : When checked, this preference allows client users to stop operations that
areinprogress.

Exclude items from backups : When checked, this preference allows users to mark files, folders,
and volumes as Private, making them invisible to Retrospect.

Setread access only : When checked, this preference allows clients to prevent Retrospect from
writing to or deleting files on their computer.

Back up ondemand to: When checked, this preference allows clients to initiate on-demand
backups to the Disk Media Set selected in this popup menu. When checked, this preference
allows clients to initiate on-demand backups to the selected Backup Set. Click Select Backup
Set... to choose aBackup Set.

Restore on demand : When checked, this preference allows clients to initiate on-demand restores
from available Backup Sets. When checked, this preference allows clients to initiate on-demand
restores from available Disk Media Sets.

To customize these default preferences for an individual client:

Mac: Select Sources in the Retrospect console sidebar. Windows: Select Configure > Clientsin
the Retrospect sidebar.

Selectaclient fromthelist.
Mac: Click the Details > Options tab. Windows: Click Properties.

Modify the preference settings as desired for this client.

Advanced Networking

Retrospect normally uses its multicast access method to find backup clients directly connected to the
local network segment orlocal subnet, and display themin the Add Source window. You will need to
use Retrospect’s more sophisticated techniques of accessing clients if your network has routers
between the backup computer and its clients, orif your backup computer has multiple network cards
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connected to different physical networks.

Retrospect has the ability to use several different methods of accessing clients. It also lets you control
the use of adapter cards in the backup computer.

Access Methods

Retrospect can eitheruse the standard DNS and WINS directory services, orits own Piton Name
Service based on TCP/IP.

Adding aclient to Retrospect’s Sources also storesits access information for later use. When
Retrospect tries to connect to the client forabackup, it resolves the access informationintoits current
IP address using the original access method.

Oneachclient computer, Retrospect Client software waits for queries from Retrospect on the
Retrospect server. Just exactly how Retrospect getsin touch with the clients depends on the access
method Retrospectis using.

The three available methodsin the Add Sources dialog are:
Multicast

Subnet Broadcast

Add Source Directly

Multicast

When you first open the Add Sources dialog, the default access method from the pop-up menuis “Use
multicast.” With this method, Retrospect sends out a multicast request to the listening client
computers, asking them to respond with theiridentities. Afteryou have added a client with this
method, when Retrospect later tries to connect to the client fora backup, it handles IP address
changes automatically by sending out anotherrequest to update its client database and connect with
the proper client.

If you use a network analyzer to monitor the packets it sends with the multicast method, you will see
Retrospect uses well-known port 497 forits communications. The packet format conforms to the
proprietary Retrospect protocol Piton (for Plpelined TransactiONs), which gives Retrospect much of its
network speed and reliability. Multicast Piton Name Service uses the assigned address 224.1.0.38,
which allows Piton to direct its queries only to those computers running Retrospect Client software.

Multicast accessis simple, requiring no configuration, but does not operate across routers. It works
onlyinthelocal subnet.

Subnet Broadcast

The subnet broadcast access method allows you to access clients through virtually any network
topology, including the Internet.

According to TCP/IP standards, every subnet has both a network address and a subnet mask, such as
192.168.1.0 and 255.255.255.0. Routers use these to identify the physical network to which computers
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are connected. Routers also support queries to all the computers on a particular subnet. Retrospect
takes advantage of this ability forits subnet broadcast access method, using the same Piton protocol
as formulticast access.

With Retrospect’s subnet access method, you must define the address and mask of each subnet you
wish to use, and update these configurations if your network changes. See “Configuring Network
Interfaces and Subnets,” laterin this chapterto learn how to define subnets.

Add Source Directly

You canuse the Add Source Directly client access method to add a specific backup client to
Retrospect’s Sources. This method requires you to know the IP address or DNS or WINS name of each
backup client. Do not use a numeric IP address for computers which get a dynamic IP address from a
DHCP server, because Retrospect has no way to learn when the address changes.

Adding clients directly is most useful for a few clients; adding many will be tedious. One of the other
methods would probably be better foradding numerous clients.

To add a client to Sources directly, follow these steps:
In the Retrospect console, click on Sourcesin the sidebar.
Click the Add buttonin the List View toolbar. The Add Sources dialog will appear.

At the bottom of the Add Sources dialog, click Add Source Directly. Inthe resulting dialog, enter
the IP address (or DNS or WINS name) and password of the client, then click Add. If Retrospect
finds a client at the specified IP address, it displays a greeniconin the dialog. Repeat the process
forany remaining clients you wish to add directly. Retrospect adds the clients to the Sources list,
behind the Source dialog. If you have added all the clients you want, click Done to dismiss the
Source dialog.

Configuring Network Interfaces and Subnets

Retrospect’sinterface feature allows you to choose among multiple adapter cards and control
networking options for groups of backup clients. Forexample, a custominterface lets you back up
clients on different subnets without requiring backup data to cross routers, conserving network
bandwidth.

You can name and assign different network interfaces to specific network addresses in Retrospect’s
preferences, which will use the addressesin order. To do this, follow these steps:

Choose Retrospect > Preferences > Network. If more than one Retrospect server appearsinthe
Server column, select the serveryouwant to control. In the connectionlist on the right side of the
window, your Mac’s default network connect will appear.

To add another network interface, click the Plus (+) button below the connectionllist. In the
resulting dialog, choose from the Connection pop-up menu the IP address of the network
interface you want to use, then enter aname for the connection and click Add.

The new connection appears in the connectionlist. You can also restrict the subnet that
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Retrospect willuse whenitlooks for clients and network shares. To do that, select one of the
connectionsinthe connectionlist, then click the Plus (+) button below the Details box. Inthe
resulting dialog, enter the Subnet Address and Subnet Mask, then click Add. The subnet restriction
will appearin the Details box.

Advanced Settings

Expert users may need additional control over Retrospect’s network behavior. Clicking the Advanced
buttoninthe Network preference pane brings up a dialog with various settings:

Metwork retry warning delay: seconds

Connection timeout: 300  seconds

Search poll interval: 2 seconds

Search timeout: 10 seconds

Live poll interval: | 10 seconds
Forget counter: |3

Multicast time-to-live: |1

{USE Defaults :I ( Done )
A

Network retry warning delay Retrospect displays its network retry dialog when a client does not
respondinthe specified time period.

Connection timeout The maximum amount of time that Retrospect will wait for a client to resume
communication before logging an error -519 (network communication failed) and continuing to the
next activity.

Search pollinterval When a client is unavailable atits last known address, Retrospect sends queries at
thisinterval.

Search timeout Retrospect terminatesits search for a known client when it cannot find the clientin the
specified time period.

Live pollinterval Retrospect broadcasts to clients at this time interval when it polls for clients in the live
network window. If you configured multiple subnets for the interface, Retrospect divides the poll
interval by the number of defined subnets.

Forget counter Retrospect removes a client from the live network window when it does not respond to
the specified number of sequential polls. This does not affect clients already added to the backup
clients database.

Multicast time-to-live Retrospect assigns this “time to live” number to multicast UDP packets. Itis the
maximum number of router hops a packet can make beforeitis discarded. Anincreasein the time to
live numberlets Retrospect search for clients on more subnets connected by IGMP capable routers.
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Routers which do not support IGMP will not forward the multicast UDP packets.

Enter avalue next to the settings you want to change, then click Done. If you change your mind after
you have entered a setting, click Use Defaults to undo your entries, then click Done.

Warning: Make changes in this dialog only if you know exactly what you're doing, or at the direction of
Retrospect tech support. Under some circumstances, changes in this dialog can adversely affect
Retrospect performance. Be careful!

Network Backup Guidelines
This section providesinformation and advice to help you set up a workgroup backup using Retrospect.

In general, the same principles that apply to local backups also apply to network backups of client
computers. The major difference between alocal backup and a network backup is the amount of data,
which may overwhelm storage limitations. As a consequence of the sheeramount of data and the
often slower speed of network backups, time may also impose limitations. If you can’t back up the
entire network in a single night, you may want to consider splitting the backup over several nights,
backing up only documents, orusing ProactiveAl Backup scripts.

Although the informationin this section can be applied to any local area network, the examples assume
abasic Ethernet network installation. Most calculations will still apply if your network contains
internetwork devices (such as routers or gateways), unless one or more members of the backup
workgroup are separated from the rest by aninternetwork device. Running backups through routers or
gatewaysincreases the time it takes to complete a backup.

Choosing the Backup Device

The capacity of the backup device is usually the mostimportant consideration for automatic,
unattended workgroup backups. There is no such thing as too much capacity for network backups.
More capacity almost always means you can back up more files from more volumes from more client
computers, broaden the criteria for selecting files to be backed up, increase the amount of time
between media changes, and increase the number of backup sessions per piece of media.

If your backup device does not have enough capacity, you will not be able to complete an automatic,
unattended backup because you will have to change the media before the backup is finished.
Depending onyour capacity and speed needs, one or more high-capacity hard disks, a disk array, a
tape library, or a Storage Area Network may be the right backup device for your organization.

Choosing the Retrospect Server

This section offers some advice onhow to select the correct computer for the Retrospect server to
suit your planned network backups.

Youdon’'t need to use afile server as the backup computer. The following table lists various advantages
of using a desktop computer or a server as the backup computer.

Advantages of Desktop

You canuse the computer closest to you for easy access to the backup devices.
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Avoids expense of a dedicated server,

You can select the computer best suited in terms of memory and speed. Retrospect can be run at night
oronweekends, allowing normal use of the computer during work hours.

Allows your server to run at full speed for those who are accessing it while the backup is running. This
assumes that you don’t have a dedicated backup server.

Advantages of Server

Optimizes your backup speed since server computers are often a high performance model.
Takes advantage of the server’sinactivity during the nights and weekends.
Gains added security for your Media Sets if your serverislocatedin a secure area.

Backs up large server disks using faster local transferrates rather than the slower network transfer
rates.

The performance of the backup computer often determines the performance of the entire system.
Generally, a higher performance computer supports a network backup of more data fromalarger
number of client computers.

Software compression and encryption increase CPU use significantly. If you are considering using
either of these features, choose a model with a more powerful CPU.

Make sure the backup computer has enough RAM to handle the network volume that contains the most
files. Retrospect can use more execution threads to get your backups done faster if you add more RAM
to the Retrospect server.

If the Retrospect serveris not completing backupsinits scheduled time periods orif you want volumes
to be backed up more often than they are, you may need a faster backup computer or a faster backup
device, orboth.

Encryption and Compression

Retrospect provides an encryption feature that lets you protect your data from unauthorized access as
itisbeing backedup, and a compression feature that saves space on the backup device by
compressing stored data. The decision to use one or both of these features can affect the type of
backup device you choose. Keep in mind Retrospect’s encryption and software compression will slow
backups, especially when using a computer with a slow CPU. A tape drive that supports compression
will perform the task of compressionitself, and because it uses dedicated compression hardware, it
compresses data faster than Retrospect. Use the following table to determine whether to use
compression and encryption and whether a compression tape drive is appropriate to use as the
backup device.

Feature: Compression

Description: Allows the backup device to store more files on its media.

Procedure: Finds patternsin the data; the more patterns, the greater the compression.
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Implementation: If you have a tape drive that offers compression, Retrospect leaves the task of
compression to the hardware since it compresses data faster than Retrospect.

Feature: Encryption

Description: Adds security to your backup.
Procedure: Randomizes the appearance of data to prevent unauthorized access.
Implementation: Retrospect always manages encryption.

Feature: Compression with encryption

Description: Allows the backup device to store more files on its media and adds security to your
backup.

Procedure: Compression must take place before encryption.

Implementation: Retrospect must perform both functions. If you have a compression drive, you must
choose between using encryption or using hardware compression because you cannot use both.
(Retrospect automatically disables hardware compression when you use encryption.)

CHAPTER 6 + WORKING WITH CLIENTS, SERVERS, AND NETWORK SHARES

20



Chapter 7

Working with Retrospect

In this chapter, we’ll deal with the heart of using Retrospect, including backing up, archiving, and
restoring your data. You’ll also learn how to use Retrospect’s ProactiveAl Backups to protect data on
notebook computers and other occasional visitors to your network. You’ll also see how you can
monitor Retrospect asit goes about its work.

Each of these Retrospect operations requires creating a script, so you’ll learn how to create scripts
using Retrospect’s Assistants, and also how to create scripts manually. And because you want
Retrospect to protect your data without your constantinvolvement, you'll see how to create and use
Retrospect’s Schedules to automate data operations.

Preparing for Retrospect Operations

Virtually all Retrospect operations (backup, restore, etc.) require that you create a script that contains
the instructions that Retrospect needs to execute the operation. You can create a script manually using
the Scripts category in Retrospect’s Sidebar, or you can use one of the three Assistants in the toolbar
(Backup, Copy, and Restore), which walk you through the process of creating and running a script.

It’s possible to add Retrospect Clients, define Sources, and create Media Sets from within the Backup
Assistant. Butwhenyou are starting with Retrospect, it’s easier to understand the different parts of the
processif you do atleast some of the setup before you dive into the Backup Assistant. See Chapter4
to see how to add Clients and network shares to Retrospect’s Sources.

Add Media Sets

Media Sets are the destination for the backups that you make with Retrospect. As discussedin
Chapter 2, there are several types of Media Sets. Each Media Set consists of one ormore members.
Forexample, each tapein aTape Media Setis a member of that set. When you add a Media Set to
Retrospect, you need to create the set (which formost types of Media Set also specifies where the
Catalog forthat set will be created and stored) and you also have to specify the location of the first
member of that set.

Note: The Backup Assistant helps you create a Media Set and add its first member, so if you will be
using that Assistant, you may prefer to forego creating Media Sets before jumping into your first
backup. See “Using the Backup Assistant,” later in this chapter.

To create a Media Set:

In the Retrospect console, click on Media Sets in the sidebar. Any Media Sets that you have
previously added appearin the Media Sets list.

In the List View toolbar, click Add. The Media Set creation dialog appears.

From the Media Set Type pop-up menu, choose Tape, Tape WORM, Disk, Optical, or File,
depending on the kind of Media Set you want to create. In this example, we’ll create the most
common Retrospect Media Set type, a Disk set.
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Inthe Media Set Name field, enter the name of the set.

The Cataloglocation defaults to /Library/Application Support/Retrospect/Catalogs/.” Most of
the time, the default location does not need to be changed. If you would prefer to changeiit, click
the Choose... button, navigate to the new location from the resulting Browse Files dialog, then
click the Select button, which will return you to the Media Set dialog.

If desired, make a selection from the Media Set Security pop-up menu. You may choose None, or
youmay choose to add a password to the Media Set, or choose from four levels of increasingly
secure encryption. Any selection other than None requires you to enter and confirm a password for
the Media Set.

If you chose any form of Media Set security, the “Would you like Retrospect to remember this
password?” pop-up menu becomes active. The default choice is for Retrospect to remember the
password for scripted access, so that you do not have to enter a password every time any script
that uses this Media Set runs. You also have the option to have Retrospect neverremember the
password, or always remember the password for any access to the Media Set.

Click the Add button to dismiss the Media Set dialog. The new Media Setis added to the Media Set
list.

Retrospect will automatically prompt you to add the first member to a Disk Media Set. Toadd a
member to a Tape Media Set (or manually add a member to a Disk Media Set):

Click the new Media Set in the list to select it, thenin the detail section of the window, click the
Members tab.

At the bottom of the Members tab, click the plus button (+). In the resulting “Add a new member”
dialog, select where you want the Media Set backup data to be stored. Note that for a Disk Media
Setyou have the option, at the bottom of the dialog, to specify the maximum size in gigabytes or
percentage of the destination hard disk that can be taken up by the Media Set. Click Add.

The new memberis added to the detail section of the Media Sets list. For Disk Media Sets,
Retrospect adds a Retrospect folder on the member disk you have defined, containing another
folder with the name of the Media Set, which in turn contains another folder with the Media Set
member number. For Disk Media Sets, Retrospect will create a series of 600 MB (or smaller) files
inside this folder.

Backing up

This section describes how to perform backups with Retrospect. The procedures described here
include all the information you need to know to effectively back up all of your files.

Before you attempt to back up files with Retrospect, ensure that your backup device or devices are
properly connected to the computer and that your backup media (disk or tape) does not contain
valuable data that should not be overwritten.
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Using the Backup Assistant

To create abackup script with the Backup Assistant, and perform a backup:
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Click the Backup buttonin the Toolbar. The initial Backup Assistant window appears, informing you
that you'll be guided through the necessary steps to create a backup. Click the Continue button.
The Select Sources pane appears.

In this pane, you’ll tell Retrospect what it is you want to backup. If you previously established
Sources, all of them are available to youin the list. You can select more than one Source to be
backed up, and you can choose entire volumes, Favorite Folders, ora combination. Click the
checkbox next to one ormore Sources.

You can specify the kind of files that you want to back up by choosing one of the Rules from the

pop-up menuunder “What types of files you want to back up?” For example, you can choose to
back up All Files (the default), All Files Except Cache Files, or any other saved criteria specifiedin
the Rules section of Retrospect’s Preferences. See Chapter7 for more about Rules.

Click Continue. The Select Media Sets pane appears, with alist of Media Sets.

If you previously created a Media Set as the destination for this backup, click its checkbox, then
click Continue and skip to Step 9. If you haven’t yet created the Media Set, click the plus button (+)
below the list. The Media Set dialog appears.

Choose the Media Set Type from the pop-up menu, and enter a name for the Media Set. You may
optionally change the location for the Media Set’s Catalog and set security options forthe Media
Set (formore details on these options, see the instructions found earlier in this chapter under “Add
Media Sets”). Click the Add button.

Retrospect adds the new Media Set to the list, then (if you chose the Disk Media Set type) displays
a browse dialog so you can specify where the first member of the Media Set should be stored.
Choose where you want the backed up data to be stored, then click Add.

The browse dialog disappears, and you can see that the new Media Set has been added to the list,
thatit has been selected, and that it has one member. Click Continue.

The Summary screen appears, recapping the sources and destination of the backup.

(Optional, butrecommended) Click the Save button to display a dialog where you can give the
script aname. If you do not, Retrospect willname the script “Backup Assistant date and time
created,” which may make it difficult to later tell at a glance the purpose of the script. Enter the
script name, then click Save to return to the Backup Assistant’s Summary screen.

(Optional) If you would like to set up a schedule for the script to run at alater time, click the
Schedule button. The Assistant changes to the schedulinginterface, with a default schedule set.
See “Working with Schedules,” laterin this chapter, formore details on scheduling. Whenyou’re
done setting up the schedule that youwant, click Start Now, which saves the script and its
schedule. The script will run automatically at the date and time you specified.

If you have skipped the optional steps above and want to immediately run the backup script, click
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Start Now. Retrospect will still save the script settings as described above.

Creating a Backup Script Manually

If you don’t want to create a backup script using the Backup Assistant, you can create a script
manually. This has the added benefit of allowing you to make further adjustments to the script, to
customize it foryour needs. Of course you can also make these changes to scripts that you create with
the Backup Assistant, after the Assistant has done its work.

To create a backup script manually, follow these steps:

In the Retrospect console’s Sidebar, click Scripts. Alist of previously created scripts (if any)
appears on the right side of the window.

Inthe List View Toolbar, click the Add button. The Script dialog appears.
In the Script Name field, enter a name for your new script.

Since we are creating a backup script, make sure that the All or Backup category is selected, then
click Backup in the script typeslist on the right side of the dialog, then click Add. The new script
appearsin thelist, witharediconnext toit, indicating that the scriptis not complete. Below, in the
Details area of the Summary tab, you can see that it is blank, telling you that you need to add one or
more Sources, Media Sets, and Schedules.

Click the Sources tab. Retrospect displays the Sources that you have already defined. Select the
Sources that you want to include in the backup by clicking the checkboxes next to them. If
necessary, click the disclosure triangles for Retrospect Clients or network shares to see the
volumes or Favorite Folders they contain. You can choose Sources local to the Retrospect server,
Retrospect Clients, or network shares. Any of these Sources may also have Favorite Folders, which
may be backed up independently of the disk on which they reside.

Clickthe Media Sets tab. Retrospect displays the Media Sets that you have already defined. Select
the Media Sets that you want as the destination of the backup by clicking the checkboxes next to
them.

Click the Rules tab. Click the radio button next to the Rule that you wish to apply to this backup. The
most secure backup is one that includes All Files. For more information about Rules, see Chapter?7.

Click the Schedule tab. A script has no default schedule, so you must add one by clicking the plus
(+) button under the empty schedule list.

Inthe schedule interface, the Destination pop-up menu lists the Media Sets that you previously
selected. If more than one Media Set is associated with this Script, choose the one you want for
this schedule from the pop-up menu. Next, choose the Media action that you want (the choices
are No media action, Skip to new member, Start new Media Set, or Recycle Media Set). See
Chapter 2 formore information on Media actions. Finally, set the date, time, and frequency for the
Schedule to execute. See “Working with Schedules,” laterin this chapter, for more information.

Click the Options tab, then set the backup script options you desire. See “Backup Script Options”
formore information.
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Click the Summary tab to review your work. You can now see that Retrospect has all the
information it needs to complete the backup.

Backup Script Options

There are many backup options available in the Options tab of the Scripts category. Hereisan
explanation foreach of them. The options are organized into categories, which you can view by clicking
the disclosure triangles next to the category name.

| Summary  Sources  Media Sets  Rules  Schedule | Options ]

¥ Backup
Matching ( Thorough verification |+i

¥Source
Sharing [ Byte-by-byte client file comparison

Macintosh
Linux
Windows

E Data compression (in software)

[ Eject tapes and discs when script is complete

The Backup category provides a pop-up menu fromwhich you can choose how Retrospect verifies the
backup. The choicesin this menu are:

Thorough verification ensures files are copied correctly by comparing files in the destination Media
Setwith the original source files after the backup is performed. If the backup spans multiple tapes,
optical disks, orremovable disks, you must reinsert all members to which data has been written. Thisis
a byte by byte verification process.

Media verification compares the files in the destination Media Set to MD5 digests generated during
the backup. This method does not involve re-reading the source files, and as aresult, it does not
identify potential problems that would be found using Thorough verification. Media verification does
have some benefits however. It can be faster than Thorough verification and also imposes fewer
demands on the source volumes since Retrospect does not need to access the original files after the
copy phase of the backup. In addition, during backup operations, Retrospect verifies each piece of
media as soonasit fillsup, so you don’t have to reinsert Media Set members for backups that span
media.

No verification means that Retrospect will not verify that the backed up files match the original source
files. Verification can be scheduled at a later time using a Verification Script.

Other optionsinthe Backup categoryinclude:

Byte-by-byte file comparison: This option overrides Retrospect’s fast client compare, verifying files
the same way Retrospect does forlocal backups. When this optionis turned off, Retrospect uses a
faster, checksum-based technique to verify copied files. Both methods reliably compare backed-up
data to the original files. By default, this optionis off.

Data compression (in software): Data compression saves space in the Media Set by compressing files
before copying theminto the Media Set. Files are automatically decompressed back to their original
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state whenrestored. Compression savings achieved during an operation are reported in the status
window and the Log. The amount of compression savings you can expect depends on the types of files
you are compressing. Text files compress substantially; application, media files, and system files do
not. Backups using data compression are slower than those without, as are restores.

Eject tapes and discs when script is complete: Once a script has run, this option tells Retrospect to
eject any tapes ordiscs thatit accessed during the script.

In the Matching category, there are the following options:

Match source files against the Media Set: This option directs Retrospect to identify previously backed
up files during normal backups. This functionis a key component of Retrospect’s Smart Incremental
backups. Retrospect compares the files on the source volume to file information in the Catalog for the
destination Media Set.

The Mac OS file matching criteria are name, size, creation date and time, and modify date and time.

The Windows file matching criteria are name and time, size, creation date and time, and modify date.
Creation date and time are ignored when they’re more recent than the modification date and time.

The Linux file matching criteria are name, size, modify date and time, and creation date and time
Retrospect considers a file already backed up if all of these criteria match.

Note: Archive script operations have the matching option off by default, which results in archiving all
selected files, regardless of whether they are already in the Media Set. Unless you turn on the Move files
option, matching is the only difference between archive and backup scripts.

Don’t add duplicate files to the Media Set: This is the other key component of Retrospect’s Smart
Incremental backups. This option works with the “Match source files against the Media Set” option to
preventidentical files previously backed up from being added to the Media Set again. Select both of
these options when you want to perform a Smart Incremental backup; thatis, you only want new or
modified files copied to the Media Set. If this optionis deselected, Retrospect adds all files, including
previously backed up files, to the Media Set every time a Normal Backup is performed. By default, this
optionis onandyou should keep it that way unless you have a specific need to changeiit.

Match only file in same location/path: This option makes Retrospect more strictly match otherwise
“identical” files from a source to a destination. (Normally, files are considered identical files when they
have the same criteria described above in “Match source files against the Media Set”). When this option
is selected, Retrospect uses the unique (and hidden) Mac OS file identification number as an additional
part of the matching criteria. This causes separate copies of otherwise-identical files to not match.
(And unmatched files get backed up, so your backups become larger and take longer.)

By default, this optionis off and you should keep it that way unless you have a specific need to change
it.

The Source category has the following options:

Synchronize clock: This option sets the date and time on each Retrospect client computer to match
the clock on the Retrospect server. This is useful to get times and dates to agree andis especially
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useful when changing to and from daylight savings time. Retrospect cannot synchronize a client
computer’s clockif its Retrospect Client control panel has been set to allow read access only. By
default, the synchronize optionis off.

Speed threshold: This optionis useful for preventing backups from becoming too slow. The number
you enter here determines the minimum acceptable rate at which the client computer can be
accessed. If, upon testing the network connection to the client prior to the operation, Retrospect finds
the network or client is not working fast enoughiit will skip the client and log an error.

This optionis useful, forexample, for preventing ProactiveAl Backup scripts from trying to backup a
notebook computervolume whenit's connected to the network via Wi-Fi oraremote VPN connection.

Retrospect checks the client connection speed only once, as an operation starts. If the speed
threshold numberis set to zero, whichis the default, Retrospect does not evaluate speed and won’t
prevent an execution forlack of performance.

Activity performance threshold: This optionis useful for halting backups which are too slow. This
allows queued backups and other operations to execute rather than wasting time on a hopelessly slow
client. The number you enter here determines the minimum acceptable data copying performance, in
megabytes per minute, for the client. Retrospect continually measures and updates its performance
with the client. An execution that initially performs acceptably may later be halted by Retrospectif its
performance drops below the threshold. If the threshold numberis set to zero, which is the default,
Retrospect does not evaluate execution performance and won’t halt an execution for lack of
performance.

The Sharing category has the following option:

Lock out volumes during backup: This option disconnects users connected to the Retrospect server
over the network and prevents them from using a shared volume during backup. When you check this
option, you can enter a warning message thatis displayed to users before they are disconnected. You
can also specify how many minutes advanced warning users will be given. This option will lock out users
only forthe Retrospect serveritself; it does not apply to clients.

The Macintosh category has the following options:

Use attribute modification date when matching: This optionis available for backup, archive, copy,
and restore operations. By default, itis enabled for all operations except Archive (which does not
match files at all unless you choose to do so). When this optionis enabled, Retrospect uses the
attribute modification date to identify and copy files for which only the extended attributes or ACLs are
different. Forexample, if you are backing up a file that was backed up previously and you modify the
ACLs onthat file (but make no other changes toiit), the only way for Retrospect to know that the file is
different (and therefore should be backed up again) is by looking at the attribute modification date.

Extended attributes and ACLs are only supported on Mac OS X10.4 and later.

Set source (volume’s/folders’/files’) backup time: These options, not available with copy
operations, record a backup time for each source volume, folder, or file. (The MacOS keeps track of the
creation date, modification date, and backup date for each file, folder, and volume.) Using these
options allows you to create Rules based on the “backup time,” which is the moment execution begins.
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Retrospect cannot set the source backup time on a client computerif its Retrospect Client control
panelhas been set to allow read access only. By default, the volume optionis on and files and folders
options are off,

Don’t backup FileVault sparse image files: Mac OS X since version10.3 hasincluded a feature called
FileVault. When FileVaultis enabled, the entire contents of your Home folderis encrypted and
decryptedinto a sparseimage file (inMac OS X10.3 and 10.4) or sparse bundle (inMac OS X10.5 and
later) on the fly. This option tells Retrospect not to back up FileVault sparse images. There are a number
of goodreasons for this.

The sparse image files change constantly and therefore will always get backed up by Retrospect. In
addition, these files can get quite large, and they cannot be restored properly unless they were backed
up while the FileVault user was logged out of Mac OS X.

If you must enable FileVault there are a few steps you must take to ensure that alluser datais backed up
and available forrestore:

Make sure all FileVault users are loggedin.
Choose theirHome directory volumes as backup sources.

If alocal or client computer has multiple accounts for users that have FileVault enabled, all those users
must be loggedin.

When they are logged in, theiruser folders appearin Retrospect’s Sources list as separate volumes.
Forexample, if the FileVault user Chesterisloggedin, a new volume named “Chester” islisted in
Retrospect’s Volume Selection window.

In order to ensure that user datais backed up, the FileVault users’ volumes must be selected as
Sources. Selecting the startup disk volume will not back up the users’ data correctly.

The Linux category contains the following option:

Use status modified date when matching: This optionis enabled by default for backup, copy, and
restore entire volume operations. Itis off by default for find files restore and files and folders restores.
When this optionis enabled, Retrospect uses the status modified date to identify and copy files for
which only the extended attributes are different. For example, if you are backing up a file that was
backed up previously and you modify the extended attributes on that file (but make no other changes
toit), the only way for Retrospect to know that the file is different (and therefore should be backed up
again)is by looking at the status modified date.

Note: This optionis only supported on file systems and kernels that support extended attributes.
The Windows category contains the following options:

Back up System State: This option provides the ability to copy the Windows registry, COM+, active
directory, and certificate services when the Windows folderis included in the file selection criteria.

This optionis on by default for backup, copy, and archive operations. Itis also on by default when you
are restoring an entire volume.
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In order to restore the System State, the source backup must contain a backed up System State and
the destination must be a systemvolume.

Back up open files: This option allows Retrospect to copy busy files from Windows computers which
could otherwise not be copied. Itis on by default and requires a license for the Open File Backup
option be present.

Protect Multi-Volume Datasets: Building upon the “Back up openfiles” option, this option ensures
that the same point-in-time backup occurs for all volumes attached to the source Windows client.
Users without databases spread across multiple volumes may want to disable this option.

Stop when open files cannot be backed up: This option causes Retrospect to halt the operationif the
retry timeout occurs orif the Windows client’s system configuration does not support Open File
backup. When this optionis off, Retrospect backs up or copies all other files (i.e., files that are not
open).

Disk inactivity threshold: This optionis the amount of time Retrospect waits for the source disk to be
idle in orderto proceed with Open File Backup. When the threshold isreached, Retrospect waits again
until the retry timeout occurs. The default threshold is 5000 milliseconds.

Retry timeoutis the total amount of time allotted for Retrospect to monitor disk inactivity, looking for
its opportunity to copy open files. When it times out Retrospect either halts the operationimmediately
or continues without Open File Backup, depending on the above “Stop” option. The default timeis 10
minutes.

Back up file security information from servers: This optionis on by default and causes Retrospect to
back up NTFS file security information from source computers running server operating systems. When
this optionis enabled, Retrospect copies file security information for all the files it backs up.

In addition, if a file has new security information since the last backup, but has not changed in any other
way, Retrospect copies the file and the new security information for that file. Since Windows sets the
archive attribute when a file’s security information changes, Retrospect uses the archive attribute to
identify these files.

If the archive attribute has been set since the last time Retrospect backed up a file from the same
location, Retrospect copies the file and the file’s security information, evenif nothing else about the
file has changed.

Retrospect will keep track of archive attribute changes across Media Sets. Forexample, if Media Set A
includes a copy of a file with new security information and Media Set B does not, the file (and its
security information) will get copied during the next backup to Media Set B.

Back up file security information from workstations: This option is off by default. Whenitis enabled,
Retrospect copies NTFS file security information from source computers running non-server operating
systems. When this optionis enabled, Retrospect copies file security information for all the files it
backs up.

As with the “Back up file security information from servers” option, Retrospect uses the archive
attribute to identify and back up files with new security information.
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Back up folder security information from servers: This optionis on by default and causes Retrospect to
copy NTFS folder security information from source computers running sever operating systems. When
this optionis enabled, Retrospect copies folder security information for all the folders on the source.

Back up folder security information from workstations: This optionis on by default and causes
Retrospect to copy NTFS folder security information from source computers running non-server
operating systems. When this optionis enabled, Retrospect copies folder security information for all
the folders onthe source.

Working with Activities

Retrospect’s Activities are where you monitor what the program has done, what it is doing now, and
what it willbe doing. The Activities list shows you an overview of each time Retrospectruns an
operation, and can also show you a detailed log of the operation.

Viewing Running Scripts

One of the things you will probably want to do oftenis monitor Retrospect’s progress during an
operation, especially if it is the first time you are running the script that controls the operation. To do
this, follow these steps:

Click Activitiesin the sidebar. Retrospect displays the Activity List, showing you past, running,
waiting, and scheduled activities.

To show just the currently running operations, click Running in the Scope Bar. Retrospect filters the
list to show just the operations that are happening now.

Controlling Running Activities

When an activity is running, you have the option to either pause or stop it. To do this, click to select the
currently running activity in the Activity List, then click either the Pause or Stop buttons in the toolbar.
Whenyou click the Pause button, the script execution halts temporarily, the button changes to Run,
and a flashing Pause icon appears next to the activity in the list. Click the Run button to resume
execution. Clicking the Stop button terminates the selected activity.

Q}il Activities

Working with the Activity List

You can also use the Activity List to see otherkinds of activities besides any currently running activities.
You can also see details of a particular past, current, or future activity.

Filtering the Activity List

You canuse the Scope Barto see all the activities, orjust specific ones. Click Scheduled to show only
future activities (up to the number of activities setin Preferences > Console). Click Waiting to see
activities that are waiting for an available activity thread. Click Past to see previously completed
activities. And click Proactive to show only ProactiveAl Backups that are scheduled to occur.
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Activity List Icons

The leftmost columnin the Activity List is the Status column, where Retrospect shows youicons
indicating the status of that particular activity. The icons are as follows:

©

The greeniconwith checkmark indicates successful execution of the activity.

o

Therediconwith an Xinthe middle indicates that there were errors during execution.

@

The clockiconindicates an activity thatis scheduled to occur.

The yellow warning iconindicates that warnings were reported during the execution or that the backup
was interrupted during execution.

Customizing the Activity List

You can customize the Activity List. You may sort most columns in ascending or descending order by
clicking the column header; a selected columnis highlighted, and there is a upwards or downwards
pointing sort arrow in the column heading. You may change the order of the columnsin the list by
dragging column headers. Clicking the line between the two columns allows you to drag to change the
width of the column.

The default columns for the Activity List are Status, Date, Name, Type, Source, Destination, and
Performance. Besides these default columns, by right-clicking in any of the column headers, you geta
contextual menu from which you may also add additional choices to the list: Activity Thread, Errors,
Warnings, Copied Files, Remaining Files, Copied Bytes, Remaining Bytes, and Compression.

Viewing Activity Details

For every activity, Retrospect stores information about the activity in the detail view below the Activity
List. For the overview of the activity, click the Summary tab, which shows you information about the
activity date, type, what scriptran to create the activity, the activity’s status, the source and Media Set
used, and details on performance and how many files were copied.

¢k family group
Overview
Date Today at 7:51 AM so

Macintosh HD on rsmb

Type Backup Destination marki7
Script family group File

Status () Execution completed successfully

Details

performance 590.6 MB/m Remaining

Compression OFF Completed 2,962 files 2368 00:14:53
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Retrospect also stores detailed information about the activity, which you can see by clicking the Log
tab.

Summary

+ Normal backup using family group at 3/17/20, 7:51:15 AM (Activity Thread 1)
3/17/20 7:51:15 AM: Finished scanning backup set data files
To Backup Set B markiz. ..
- 3/17/20 7:51:15 AM: Copying Macintosh HD on rsmb
3/17/20 7:55:25 AM: Found: 2478964 files, 558682 folders, 233.3 GB
3/17/20 7:5! : Finished matching
3/17/20 7:5 : Selector "All Files Except Cache Files and DB Dropbox" was used to select 2,457,213 files out of 2,478,964 .
3/17/20 7:5 : Copying: 2962 files (2.3 GB) and @ hard links

3/17/20 8:0 Building Snapshot.. .
3/17/20 8:0! Checking 558,682 folders for ACLs or extended attributes
8:0!

58
6:
6:
0:
0:
3/17/20 58 Finished copying 46,374 folders with ACLs or extended attributes

Refresh

Note: For currently executing activities, click the refresh button to see the latest information about the
activity.

Pausing Global Retrospect Operations

In some situations, you may wish to pause all or some categories of Retrospect operations. For
example, you might wish to hold off scheduled scripts while you are adding or changing hardware on
the Retrospect server. Oryou might want to keep ProactiveAl Backups from occurring while you
modify the associated script.

Retrospect provides three buttonsin the toolbar at the top of the window to allow you to pause
different categories of operations. These pause activities are associated with a single Retrospect
server; if you have more than one serverlisted in the Retrospect sidebar, clicking one of the pause
buttons will only affect operations on the selected server.

Pause All Pause Scheduled Pause ProactiveAl

The three buttons have the following effect:

Pause All halts all Retrospect operations; no scripts will execute, and currently running activities will
also pause.

Pause Scheduled halts all future operations; no scripts will execute at their scheduled time. Any
operations that are currently running will finish as they normally would.

Pause Proactive halts any future ProactiveAl Backup scripts. When Retrospect Clients associated with
ProactiveAl Backup scripts appear on the network, Retrospect will not initiate a backup.

To pause Retrospect activities, click on the button corresponding to the kind of activity you wish to
pause. Whenyou click one of the buttons, the icon changes from displaying a pause badge to a play
badge, and the button’s name changes to say Resume instead of Pause. Pause Allbecomes Resume
All; Pause Scheduled becomes Resume Scheduled; and Pause Proactive becomes Resume Proactive.
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When you are ready to resume activities, click the button again, or click Resume All.

ProactiveAl Backup

ProactiveAlis the next generation of Retrospect’s Proactive scheduling engine. With ProactiveAl,
backup scripts will optimize the backup window for the entire environment to ensure every source is
protected as often as possible.

Algorithm
ProactiveAl walks through the following algorithm to prioritize what to back up next:

Verify backup window: ProactiveAl only runs whenit’s allowed to. To restrict the backup window,
gotothe script’s schedule.

Verify an execution unit is available: ProactiveAl only runs when an execution unitis available.

Ignore last backup time: Retrospect can back up every hour, every day, every Sunday, or any other
schedule. As soon as ProactiveAl sees a new backup window (i.e. a new day), it will attempt to back
up the sources. In contrast, previous versions of Retrospect would respect the time at which the
last backup occurred. See "Backup Window" for more details.

Ignore unavailable sources: If a source is unavailable, Retrospect will not attempt toreachit again
until every potentially available source has been contacted. Thislist includes Wake-on-LAN
sources. See "Wake-on-LAN" for more details.

Prioritize by next day: For all available or potentially available sources, Retrospect divides them
into buckets for what day they are scheduled to be backed up next.

Using a future date might seem strange, but it can bein the past as well. This sorting algorithm
ensure Retrospect prioritizes initial backups and then overdue backups. Think of it as last backup
day combined with the script’s schedule. As an example, Script A with weekly backups and Script
B with daily backups would calculate the next backup date differently.

Prioritize by last time checked: When Retrospect reaches out to a source, it marks that time inits
configuration. ProactiveAl uses this time to ensure it doesn’t re-check sources that it already
checked but couldn’t find, so that the script can get through the entire list of sources before
circling back.

Prioritize by the last backup’s duration: Now that Retrospect is down to sources within the same
day of priority, ProactiveAl sorts them based on the last backup’s duration. Sources with faster
previous backups will be backed up sooner than sources with slower previous backups.

As areal-life example, incremental backups of email services are fast, so those would be
prioritized over alonger server backup. Because of this sorting, Retrospect will protect more
sources throughout the day, but if along serverbackup does not happen on a given day, its
backup will be automatically given higher priority because its next backup was the day before.

Our Engineering team experimented with more data points, but the resulting sort order was too
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prone to hysteresis. In otherwords, if Retrospect includes more past data, including backup
durations that were anomalies, the future prioritization continued to be affected forlonger than we
thought was useful.

Default to prior order: If there is no duration, ProactiveAl uses the prior order. Forinstance, if it’s
the first set of backups, they will occur as sources are available.

Connect to the next source: Retrospect will attempt to back up the selected source. If it’s not
available, Retrospect marks that time and moves on. If Retrospect times out and the client and
script have Wake-on-LAN (WAL) set, Retrospect sends a WAL packet, waits three minutes, then
tries to connect again. If that connection times out, Retrospect marks the sources as unavailable
and moves on.

Record next backup date: After a successful backup, Retrospect marks the next backup date for
the source and moves on. As discussed earlier, this future date varies based on the script’s
schedule.

Backup Window

Retrospect begins abackup as soon as a source becomes available. If Alice’s laptop was backed up at
2:30pmyesterday, ProactiveAl will attempt to back up herlaptop as soon as it comes online today,
evenif that's before 2:30pm.

This change corrects along-standingissue with drift, and for existing customers, this new schedule
represents a significant change from previous versions. In the past, Proactive used the "Last Backup
Time" to determine when to next back up a source. If Alice’s laptop was backed up at 2:30pm
yesterday, an older version of Proactive would wait until 2:30pm today to attempt the next backup,
regardless of whetheritwasidle and Alice’s laptop was available.

Alice might have only opened herlaptop at 2:30pm yesterday, but ever other day, she is online at 9am.
Without this change, every future backup would have been at 2:30pm or later until she missed a day.
Instead, herlaptop is protected as soon asit’s available for each backup window. For fine-grain
scheduling, customers can use multiple ProactiveAl scripts with different schedules.

Wake-on-LAN

ProactiveAlis better optimized for handling Wake-on-LAN (WAL) sources. If the source has WAL
enabled or the script has WAL enabled, ProactiveAl willinclude WAL packetsinits operation. Foreach
WAL source, Retrospect attempts a connection. If that times out after one minute, it sends a WAL
packet, waits three minutes, and then attempts another connection. If that times out after one minute,
ProactiveAl marks the source as unavailable, moves on, and will not attempt another connection until it
has contacted each subsequent source.

In previous versions, Proactive would continue to attempt to wake up unresponsive orabsent
machines. For environments that had many laptops or otherwise unavailable machines, this workflow
meant that Retrospect would spend a disproportionate amount of time looking for machinesinstead
of backing up available machines.
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Troubleshooting

ProactiveAlincludes detailed logging to to understand the choices it’s making to optimize the backup
window:

Engine Log Level 4: What ProactiveAlis doing

Engine Log Level 5: What ProactiveAl is considering

See Advanced Logging Options for details about enabling logging.

Creating a ProactiveAl Backup Script

This section takes you through the steps of creating a ProactiveAl Backup script: The processis very
similar to manually creating aregular backup script, although ProactiveAl Backup scripts are
scheduled differently. There is no Assistant for creating ProactiveAl Backup scripts.

To create a ProactiveAl Backup script, follow these steps:
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In the Retrospect console’s Sidebar, click Scripts. Alist of previously created scripts (if any)
appears on the right side of the window.

Inthe List View Toolbar, click the Add button. The Script dialog appears.
In the Script Name field, enter a name for your new script.

Make sure that the All or Backup category is selected, then click ProactiveAl Backup in the script
typeslist ontheright side of the dialog, then click Add. The new script appearsin the list, withared
iconnexttoit, indicating that the scriptis not complete. Below, in the Details area of the Summary
tab, you can see thatitis blank, telling you that you need to add one or more Sources, Media Sets,
and Schedules.

Click onthe Sources tab. Retrospect displays the sources that you have already defined. Select
the sources that youwant toinclude in the backup by clicking the checkboxes next to them. If
necessary, click the disclosure triangles for Retrospect Clients or network shares to see the
volumes or Favorite Folders they contain. You may also choose Tags or Smart Tags, which easily
groups together multiple Sources. In this example, that’s what we will do, by choosing the Laptops
tagwe created. When the script executes, any source volume or Favorite Folder that has the
Laptops tag applied willbe backed up.

Clickthe Media Sets tab. Retrospect displays the Media Sets that you have already defined. Select
the Media Sets that you want as the destination of the backup by clicking the checkboxes next to
them. Multiple Media Sets may be selected, allowing the ProactiveAl Backup script to use any and
all available backup media.

Click the Rules tab. Click the radio button next to the Rule that you wish to apply to this backup.

Click the Schedule tab. A script has no default schedule, so you must add one by clicking the plus
(+) buttonunder the empty schedule list.
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Inthe schedule interface, choose the frequency of the schedule by entering anumberin the
“Backup sources every” field, then by choosing hours or days from the pop-up menu. In the Details
section, from the “for” pop-up menu, choose “every day of the week,” “Monday-Friday,”
“Saturday and Sunday,” or “selected days.” If you choose this last option, buttons will appear
allowing you to choose which days you want the script to run. Finally, choose the time you want to
the script to begin execution using the “from” field, and choose the time you want the script to end

executionusing the “to” field. By default, a ProactiveAl Backup script is set to run every day, all day.

Click the Summary tab to review your work. You can now see that Retrospect has all the
informationit needs to complete the backup.

Copying (Replication)

A Copy operation (also known as replication) copies the selected files in their native file format from
one drive or folder to another. After a copy operation, the destination drive contains an exact copy of
every file and folder that was copied. You can open, edit, and otherwise work with the files. Files and
folders are copied without compression (whichis an option for Backup operations). Previous versions
of Retrospect called Copy operations Duplicate operations.

Warning: When you copy all files and folders from one disk to another, Retrospect deletes any data
that may already be on the destination volume. Be careful!

Using the Copy Assistant

Using the Copy Assistant, you can choose to copy an entire volume to a destination volume (you might
want to do this to create a bootable copy of a Macintosh startup disk, whichis the kind of copy usedin
this example) or copy selected files or folders.

To create a copy script with the Copy Assistant, copying one hard drive to another:

Click the Copy buttonin the Toolbar. The initial Copy Assistant window appears, asking you if you
want to copy an entire volume or folder, or select files and folders to copy. Click “Make an exact
copy of the source volume or Favorite Folder,” then click the Continue button. The Select Source
pane appears.

Click the radio button next to the source that you want to copy. You may also apply arule to the
Copy operation, butin this case, because we want to create an exact duplicate of the source
volume, the All Files default choice makes sense. Click the Continue button. The Select
Destination pane appears.

Click the radio button next to the destination for the copy, then click Continue. You can choose any
volume Retrospect haslistedin Sources, but the root of a disk must be selected if you wish to
make abootable copy as described in this example. If you do not care about making a bootable
copy, and you want to prevent Retrospect from overwriting files that already exist on the
destination volume, select an empty Favorite Folder as the destination. All items outside of that
folderwill be left untouched by the copy operation. The Summary screen appears, recapping the
source and destination of the copy. If you want to immediately run the copy script, click Start Now.

(Optional, butrecommended) Click the Save button to display a dialog where you can give the
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scriptaname. If you do not, Retrospect willname the script “Copy Assistant date and time
created,” which may make it difficult to later tell at a glance the purpose of the script. Enter the
script name, then click Save to return to the Copy Assistant’s Summary screen.

(Optional) If you would like to set up a schedule for the script to run at alater time, click the
Schedule button. The Assistant changes to the scheduling interface, with a default schedule set.
Whenyou’re done setting up the schedule that you want, click Start Now, which saves the script
andits schedule. The script will run automatically at the date and time you specified.

Creating a Copy Script Manually

Creating a Copy script manually is much like creating a Backup script. The differences are that where a
Backup script uses Media Sets as a destination for the backed up files and folders, the Copy script
uses volumes as a destination for the data, and calls them, sensibly, Destinations. There are options
within the Copy script’s Destinations tab that allows you to fine tune the way Retrospect does the

copy.

To create a Copy script manually, follow these steps:
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Inthe Retrospect console’s Sidebar, click Scripts. Alist of previously created scripts (if any)
appears on the right side of the window.

Inthe List View Toolbar, click the Add button. The Script dialog appears.
Inthe Script Name field, enter a name foryour new Copy script.

Make sure that the All or Backup category is selected, then click Copy in the script typeslist on the
right side of the dialog, then click Add. The new script appearsin thelist, witharediconnext toit,
indicating that the scriptis not complete. Below, in the Details area of the Summary tab, you can
see thatitis blank, telling you that you need to add one or more Sources, Destinations, and
Schedules.

Click the Sources tab. Retrospect displays the Sources that you have already defined. Select the
Source you want to copy by clicking the radio button next to it. By the nature of the copy
operation, you may only copy one Source to one Destination. The source canbe avolumeora
Favorite Folder from avolume.

Click the Destinations tab. Retrospect displays the Sources that you have already defined. Select
the destination of the backup by clicking the radio button next toit. The destinationcanbe a
volume or a Favorite Folder from a volume.

Click the Rules tab. Click the radio button next to the Rule that you wish to apply to this copy
operation. Formore information about Rules, see Chapter?7.

Click the Schedule tab. A script has no default schedule, so you must add one by clicking the plus
(+) buttonunder the empty schedule list.

In the schedule interface, the Destination pop-up menu lists the Destination that you previously
set. Finally, set the date, time, and frequency for the Schedule to execute. See “Working with
Schedules,” laterin this chapter, for more information.
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Click the Options tab, then set the copy script options you desire. See “Copy Script Options” for
more information.

Click the Summary tab to review your work. You can now see that Retrospect has all the
informationit needs to complete the backup.

Copy Script Options

Copy scripts share most of their options with backup scripts. See “Backup Script Options,” earlierin
this chapter. The Copy script options are:

Move files deletes files from the source volume after they have been copied. If Thorough or Media
verificationis turned on and the files do not match exactly, the originals will not be deleted. Do not turn
onthe move files option without also turning on the Thorough verification option. You should perform
atleast one additional verified archive, backup, or duplicate before deleting files from the source.
Retrospect cannot move files from a client computer if its Retrospect Client control panel has been set
to allow read access only. By default, this optionis off.

Tip: Before you use the Move files option, first archive to a different Media Set by copying without
moving. This provides an extra measure of safety should one Media Set become unusable.

On Move, don’t delete empty folders keeps folders that become empty as aresult of the move
instead of automatically deleting them. By default, this optionis off.

Recompute icon positions manipulates the positions of file and foldericons copied to aMac OS
destination to prevent overlapping of icons. By default, this optionis off.

Ignore encrypted file verification errors causes Retrospect to ignore verification errors with
encrypted files on NTFS volumes, preventing the Log from being filled with errors that can typically be
ignored, as they result from valid changes made by the file system during the copy process.

Ignore file verification errors in security stream causes Retrospect to ignore verification errors with
security streams on NTFS volumes, preventing the Log from being filled with errors that can typically be
ignored, as they result from valid changes made by the file system during the copy process.

Archiving

Archiving lets you copy files from a volume to a Media Set for off-line storage. Archiving allows you to
remove seldom-used files from a hard disk while maintaining a copy of those files on your storage
media. With archive scripts, you can choose to move—rather than just copy—files from the source to
the destination. For example, you might want to move the files for a particular project off your main
hard disk after the projectis completed, but still have those files be easily findable if you ever need to
referto them.

Note: An archive script has one major difference from a backup script. Archiving has the matching
options disabled by default so that all files from the source are copied, even if they have previously
been copied to the same Media Set. This is done for two reasons. By placing all the files belonging to an
archived project together on the backup media, Retrospect ensures the fastest restore of the
archived files. Additionally, when the “Delete source files after copying and verifying” option is
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selected, only files archived and verified during that session will be deleted from the source.

As with backups, there are three basic stepsin archiving:

Choosing the source volumes to archive

Choosing the Media Setin which to store the files (or creating a new Media Set)

Executing the archive

Creating an Archive Script

To create an Archive script, follow these steps:
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In the Retrospect console’s Sidebar, click Scripts. Alist of previously created scripts (if any)
appears on the right side of the window.

Inthe List View Toolbar, click the Add button. The Script dialog appears.
In the Script Name field, enter a name for your new Archive script.

Make sure that the All or Backup category is selected, then click Archive in the script typeslist on
theright side of the dialog, then click Add. The new script appearsin the list, with ared icon next to
it, indicating that the scriptis not complete. Below, in the Details area of the Summary tab, you can
see thatitis blank, telling you that you need to add one or more Sources, Media Sets, and
Schedules.

Click the Sources tab. Retrospect displays the Sources that you have already defined. Select the
Source you want to copy by clicking the checkbox next toit. You may choose more than one
Source.

Clickthe Media Sets tab. Retrospect displays the Media Sets that you have already defined. Select
the destination of the archive by clicking the checkbox next toiit.

Click the Rules tab. Click the radio button next to the Rule that you wish to apply to this backup. For
more information about Rules, see Chapter7.

Click the Schedule tab. An Archive script has no default schedule, so you must add one by clicking
the plus (+) button under the empty schedule list.

Inthe schedule interface, the Destination pop-up menu lists the Media Set(s) that you previously
set. Choose the Media Set that you want. Finally, set the date, time, and frequency for the
Schedule to execute. See “Working with Schedules,” laterin this chapter, for more information.
Note that archive scripts do not give you a choice of media action like you will find in a backup
script. The archive script always appends files to the destination Media Set.

4

Click the Options tab, then set the archive script options you desire. See “Archive Script Options’
formore information.

Click the Summary tab to review your work. You can now see that Retrospect has all the
information it needs to complete the backup.
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Archive Script Options

Most of the options for Archive scripts are identical to those of regular Backup and Copy scripts, with
the exception of some of the options listed in the Archive category. For the other options available to
Archive scripts, please referto “Backup Script Options” and Copy Script Options,” earlierin this
chapter.

Delete source files after copying and verifying causes Retrospect to copy the selected files and
folders, verify that the copy is good, and then erase the source files. In effect, the selected files and
folders are moved from the source volume to the archive Media Set.

On Move, don’t delete empty folders prevents Retrospect from erasing the empty folders afterit has
copied, verified, and deleted the files within them.

Restoring

Retrospect allows you to restore an entire volume (which can be a source or Favorite Folder), or
selected files and folders, from the most recent backup or any previous backup. Retrospect makesiit
easy torestore an entire volume, a folder, or a selected file to its exact state as of a given pointin time.
Every time Retrospect performs a Smart Incremental backup of avolume, it saves alist of all the files
and folders present at that pointin time (like a snapshot, along with all their corresponding attributes
and permissions) and savesitin the Catalog and on the Media Set along with the backup. Eachtime a
backup runs, Retrospect saves an updated listing. When you need to restore an entire volume, you
merely need to select the backup you want. Most of the time, but not always, this will be the most
recent backup. Retrospect will use that point-in-time listing to know exactly which files need to be
restored.

Forthe fastestrestores, Retrospect usesits matching and Smart Incremental technologies to only
restore files that don’t exactly match those already present on the destination. This allows you to “roll
back” avolume or Favorite Folder to a previous pointin time by only restoring the files that are different
and then deleting files that no longer belong on the destination.

Using the Restore Assistant to Restore an Entire Drive
To create arestore script with the Restore Assistant, restoring an entire drive:

Click the Restore buttonin the Toolbar. The initial Restore Assistant window appears, asking what
sort of restore you want to perform.

Choose “Restore an entire source volume or Favorite Folder to a previous pointin time,” then click
Continue. The Select Backup pane appears.

Choose the backup that reflects the pointin time to which you want to restore. If you have many
backups, youmay find it easier to sort the list by Machine or Media Set. To do that, click the
heading of the column by which you want to sort. Click the heading again to reverse the sort order.
When you have found and selected the backup you want, click Continue. The Select Destination
pane appears.

Whenyou are ready to perform the restore, click Start Now.
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Using the Restore Assistant to Find and Restore Files and Folders

Sometimes you only want to restore particular files or folders from a backup or archive. Forexample,
imagine that a client contacts you, requesting that you go back to a pointin their project before the
last round of changes was made. You’llneed to retrieve the project files for that pointin time from the
backup media. Retrospect allows you to select certain files and folders to be restored, orto search
across your Media Sets for files and folders that match particular criteria.

To find and restore particular files or folders:

Click the Restore buttonin the Toolbar. The initial Restore Assistant window appears, asking what
sort of restore you want to perform. Depending on what you want to do, choose “Restore selected
files and folders” or “Search for files in the selected media sets,” then click Continue. The Select
Backup pane appears.

If you chose “Restore selected files and folders” in step 1, the Select Backup pane will allow you to
select apoint-in-time backup. Do so, then click the Browse button for that backup. If the selected
backup contains alarge number of files, it may take some time for Retrospect to display its files
and folders. Inthe resulting dialog, navigate to and select the files and folders that you wish to
restore, then click the Select button. You will be returned to the Select Backup pane. Click
Continue.

The Select Destination pane appears. You will also usually want to click the “Restore to anew
folder” checkbox. Click Continue.

The Restore Options pane appears. If the results of your search criteria are found in more than one
backup, you may select files and folders from multiple backups and multiple Media Sets. Click
Continue.

The Restore Summary pane appears, recapping the source and destination of the restore
operation. Click Start Now to begin the restore. When the restore finishes, you will find the results
in anew folder on the destination, one for each Media Set from which files were restored, with the
folder structure of the original source preserved within those folders. Any new folders created will
have the same names as the Media Sets that contained the backed up files.

Creating a Restore Script Manually

Most of the time, Restore operations are performed ad-hoc (you want to restore some archived files,
or bring back a copy of a corrupted file), and the Restore Assistant does a fine job of walking you
through such operations. But there are some situations in which restore scripts are useful. You might
want to create arestore script foruse in a student computer lab environment, for example, in which the
hard disks are restored from a common source every night, rolling them back to a clean state.

To create arestore script:
Inthe Retrospect console’s Sidebar, click Scripts.
Inthe List View Toolbar, click the Add button. The Script dialog appears.

Inthe Script Name field, enter a name for your new Restore script.
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Make sure that the Restore category is selected, then click Restore in the script types list on the
right side of the dialog, then click Add. The new script appearsin thelist, witharediconnexttoit,
indicating that the scriptis not complete. Below, in the Details area of the Summary tab, you can
see thatitis blank, telling you that you need to add one or more Backups, Destinations, and
Schedules.

Click the Backups tab. Retrospect displays a list of the previous backups. Select the backup you
want to restore by clicking the radio button next toiit.

Click the Destinations tab. Retrospect displays alist of the volumes defined in Sources. Select the
destination for the restore by clicking the radio button next to it. There are also five options
available from a pop-up menuin this tab. Choose one of these:

Click the Rules tab. Click the radio button next to the Rule that you wish to apply to this backup.

Click the Schedule tab. A Restore script has no default schedule, so you must add one by clicking
the plus (+) button under the empty schedule list.

Inthe schedule interface, the Destination pop-up menu lists the volume that you previously set.
Finally, set the date, time, and frequency for the Schedule to execute. See “Working with
Schedules,” laterin this chapter, formore information.

Click the Options tab, then set the restore script options you desire. See “Restore Script Options”
formore information.

Restore Script Options

Many restore script options are identical to the backup script options. See “Backup Script Options,”
earlierinthis chapter, for details on options not listed here. The specific restore script options are:

Update modify dates: This optionis only available forrestore operations. It causes Retrospect to set
the modification date and time of restored files to the current date and time. By default, this optionis
off.

Recompute Icon Positions: This optionis only available forrestore operations. It manipulates the
positions of file and foldericons copied to aMacOS destination to prevent overlapping of icons. By
default, this optionis off.

Restore System State For Windows machines, Retrospect restores registry and System State
information from the backup (if the destinationis a bootable system volume).

Restoring from Retrospect 6.x backups

Retrospect for Mac canrestore from Backup Sets created by Retrospect 6.x for Mac (except those of
type Internet). However, it is not possible to add more data to these Backup Sets using version 19;
Retrospect for Mac treats version 6.x Backup Sets as read-only.

Beforeit's possible to search orrestore from a 6.x Backup Set using Retrospect for Mac, a Retrospect
for Mac Catalog must first be created. To create a version 19 Catalog from the 6.x media, go to the
Media Setsview in Retrospect for Mac, click on the Rebuild buttonin the toolbar, add the Backup Set
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members (like “1-Backup Set A” and “2-Backup Set A”) that contain the backup data, click Next, and
then click Rebuild. You will need to tell Retrospect where to save the new Catalog. Retrospect will then
scan over the backup media and generate a new Catalog. This will take some time. Once this process
completes, youwillbe able to restore from that Backup Set.

To rebuild a Catalog from an Optical Disc Backup Set, it is first necessary to activate optical device
support. Theinstructions for activating optical support can be found in the Retrospect
Knowledgebase.

Working with Schedules

Although you can manually execute a script at any time by selectingitin the Scripts list and clicking the
Run buttonin the toolbar, scripts are designed to run unattended. In order to accomplish this, you need
to create a schedule to specify when and how often to run the script.

You can schedule a script to run automatically on specified days or on a repeating schedule, such as
every two weeks. You can define multiple schedules for the same script and specify the kind of backup
you want foreach scheduled execution.

Creating a Schedule

To create a schedule, you must first be working with a script. Throughout this chapter, instructions refer
you to this section, which will focus on the specific options you have when creating a schedule.

To create a schedule, follow these steps:

In the Detail view of any script, click the Schedule tab. All scripts begin with no schedule, except for
ProactiveAl Backup scripts, which are assigned a default schedule of every day, all day.

Click the Plus (+) button at the bottom of the schedules list. The bottom of the detail view changes
to show the Schedule interface, which defaults to a schedule that runs Monday through Friday at
10 PM. If this schedule suits you, you're done.

The Destination pop up menu allows you to choose between the different Media Sets that you
have selected to be used with this script (you do this in the Media Sets tab of the script). Some
script types allow only one Media Set to be specified, so that one will be the only choice for the
menu.

” 6

The Media action pop-up menu gives you a choice of “No media action,” “Skip to new member,”
“Start new Media Set,” or “Recycle Media Set.” See Chapter 2 for more information about these
media actions.

Inthe calendar, click the start date for the schedule. The current date is shown with a blue highlight,
and the start date you choose is shown with a gray highlight.

In the start field, choose the time you want the script to execute. You may type numbersin this
field, oryou can click into the field and use the up and down arrows on your keyboard to change
the hours, minutes, and AM/PM settings.

From the repeat pop-up menu, choose never, hourly, daily, weekly, or monthly. The rest of the
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scheduleinterface changes, depending on the choice that you make. Above, in the schedule list,
the start, repeat, and frequency columns will change as you modify the settings below, allowing
you to easily see the effects of your changes.

Disabling schedules for a script

Sometimes you want to keep a script from executing. For example, if you have a backup script that has
several sources, and you know some of those sources will be off-line at the backup time, you can
disable the schedule until all of the sources are available. If you want to keep a particular script from
executing, go to the Schedule tab for that script and select the “Disable all schedules” checkbox under
the schedule list.

Working with multiple schedules

There are many reasons why you might want to add multiple schedules to a single script. For example,
say that you have one schedule that does a daily backup to Media Set Ausing the “No media action”
setting. You can have a second schedule that backs up the same sources, but only backs up once a
month, to Media Set B that you use as your off-site backup. A third schedule could then use the
“Recycle Media Set” action on Media Set A, resetting the Media Set’s contents to control how much
media space Media Set Auses.

Another possibility would be to use different schedules to rotate your backups among different Media
Sets. Forexample, imagine that you have five Media Sets, one for each day of the work week, Monday
through Friday. You can then create five corresponding schedules. The first schedule would repeat
weekly, would execute every Monday, and its destination would be the Monday Media Set. You would
then create similar schedules for each succeeding day of the week.

Working with Utility Scripts

Besides the workhorse scripts covering backup, restore, and copying, Retrospect has several script
types for special operations, which are called utility scripts. There are four utility script types:

Copy Media Set makes a copy of the backed up data containedin a source Media Set to a specified
destination Media Set. This kind of script copies only those unique files not already contained in the
destination Media Set, along with the file/folder listings and metadata for every backup containedin
the source Media Set. You can use this script to clone a Media Set, protect against media failure, copy a
Media Set for off-site storage, or consolidate backups from multiple Media Sets to a single Media Set.

Copy Backup scripts allow you to copy one or more backups from one Media Set to another Media
Set. Retrospect provides you with the ability to copy most recent backups, selected backups, orall
backups. You can use this script to copy the most recent backup of each source to anew Media Set for
offsite storage or to create a virtual full backup of an entire network of computers.

Verify scripts allow you to verify that the contents of a Media Set were accurately written to the
destination media.

Groom scripts provide the ability to schedule a time to reclaim disk space for Disk Media Sets.

You create utility scriptsin much the same way that you create any other Retrospect script.
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Creating a Copy Media Set Script

Copy Media Set scripts, by default, match files in the source to files already in the destination and only
copy the necessary files, thatis, those not already present in the destination. This script is additive by
default; existing backups already on the destination remain untouched.

To copy files between Tape Media Sets, you must have a separate tape drive for each Media Set, eveniif
both Media Sets are on the same type of physical media. In the case of Disk and File Media Sets, the
need for separate backup devices does not apply, provided the drives containing the Media Setsin
use forthe script are all connected and available.

Tip: If you do not have separate drives for each Media Set, you can first copy files temporarily to a Disk
Media Set and then copy the Disk Media Set to the final destination Media Set.

To create a Copy Media Set script, follow these steps:
Inthe Retrospect console’s Sidebar, click Scripts.
In the List View Toolbar, click the Add button. The Script dialog appears.
Inthe Script Name field, enter a name for your new Copy Media Set script.

Make sure that the Utility or All category is selected, then click Copy Media Set in the script types
list on the right side of the dialog, then click Add. The new script appearsin the list, with aredicon
next toit, indicating that the scriptis not complete. Below, in the Details area of the Summary tab,
you cansee thatitis blank, telling you that you need to add one or more Sources, Destinations, and
Schedules.

Click the Sources tab. From the list of Media Sets, choose one or more by clicking the checkboxes
next to them.

Click the Destinations tab. Choose the destination Media Set by clicking the radio button next to it.
You may only choose a single destination Media Set.

Click the Rules tab. Select the rule you want to apply to the backup.

Click the Schedule tab. If you want the Copy Media Set script to execute at some regularinterval,
click the Plus (+) button to create a schedule, then set the schedule’s options. You do not have to
setaschedule for the script; you might prefer not to, if this utility script will only need to be run
occasionally, you can execute it manually by clicking the Run buttonin the toolbar.

Click the Options tab, then set the script options you desire. See “Copy Media Set Script Options”
formore information.

Copy Media Set Script Options

Many of the options for Copy Media Set scripts are identical to those of regular Backup Scripts. This
section lists only the ones unique to this kind of script. For the other options available to Copy Media
Set scripts, please referto “Backup Script Options,” earlierin this chapter.
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| Summary  Sources  Destinations Rules  Schedule | 'Dptinns}

Copy Media Set

ECopv backups
E Media verification

[l Data compression (in software)

[ Recycle source Media Set after successful copy

E Match source Media Set to destination Media Set

E Don't add duplicate files to the Media Set

[ Match only files in same location/path

[V Eject tapes and discs when script is complete

The specific Copy Media Set script options are:

Copy backups: This copies the point-in-time file and folder listings and information about those files
along with any metadata required to provide point-in-time restores from the destination Media Set.
Deselecting this option will only copy the files contained in the source Media Set, and the destination
Media Set will lack the necessary file/folder listings and metadata to perform complete point-in-time
restores.

Media verification: This option uses MD5 digests generated during the copy to verify files on the
destination Media Set.

Recycle source Media Set after successful copy: This option deletes the contents of the source
Media Set’s Catalog and prepares its media to be overwritten if the script completes with no errors.

Warning: If enabled, this option will delete all the data in the source Media Set. Be careful!

Creating a Copy Backup Script

If you need to copy backups and theirassociated metadata from their source Media Setstoanew or
existing Media Set on aregular basis, you can create a Copy Backup script to automate the process.
These scripts can be used to:

Start anew Media Set

Create an offsite disasterrecovery Media Set

Startanew cycle of backups with a virtual full backup

Copy Backup scripts are different from Copy Media Sets scriptsin a number of ways:
They copy only active backups; Copy Media Sets scripts copy all backups.

They provide different methods for selecting which backups get copied, such as the most recent

CHAPTER 7 - WORKING WITH RETROSPECT 116



backup foreach source containedin the source Media Set; Copy Media Sets scripts always copy all
backups.

By default, copying backups matches files in the source to files already in the destination and only
copies the necessary files. Existing backups and point-in-time file/folder listings already present on
the destination Media Setremain untouched.

To copy files between Tape Media Sets, you must have a separate tape drive for each Media Set, eveniif
both Media Sets are on the same type of media. In the case of Disk and File Media Sets, the need for
separate backup devices does not apply.

Tip: If you do not have separate drives foreach Media Set, you can first copy files temporarily to a Disk
Media Set and then copy the Disk Media Set contents to the final destination Media Set.

To create a Copy Backup script, follow these steps:
In the Retrospect console’s Sidebar, click Scripts.
Inthe List View Toolbar, click the Add button. The Script dialog appears.
In the Script Name field, enter a name for your new Copy Backup script.

Make sure that the Utility or All category is selected, then click Copy Backup in the script types list
ontheright side of the dialog, then click Add. The new script appearsin the list, with aredicon next
toit, indicating that the scriptis not complete. Below, in the Details area of the Summary tab, you
cansee thatitis blank, telling you that you need to add one or more Sources, Destinations, and
Schedules.

Click the Sources tab. From the list of Media Sets, choose one by clicking the radio button next to
it. Then from the pop up menu, choose the backups you want to make part of the copy:

Copy mostrecent backups foreach source

Copy most recent backups foreach selected source
Copy selected backups

Copy allbackups

Click the Destinations tab. Choose the destination Media Set by clicking the radio button next to it.
You may only choose a single destination Media Set.

Click the Rules tab. Select the rule youwant to apply to the backup.

Click the Schedule tab. If you want the Copy Backup script to execute at some regularinterval,
click the Plus (+) button to create a schedule, then set the schedule’s options. You do not have to
set aschedule for the script; you might prefernot to, if this utility script will only need to be run
occasionally, you can execute it manually by clicking the Run buttonin the toolbar.

Click the Options tab, then set the script options you desire. See “Copy Backup Script Options”
formore information.
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Copy Backup Script Options

All of the options for this kind of script are found in other script types. See “Backup script Options” or
“Copy Media Set Options,” earlierin this chapter. The default options for Copy Backup scripts are
“Media verification,” “Match Source Media Set to destination Media Set,” and “Don’t add duplicates to
the Media Set.”

{ Summary  Sources  Destinations Rules  Schedule | 'Dptinns]

E Media verification
[ Data compression (in software)

[ Recycle source Media Set after successful copy

E Match source Media Set to destination Media Set
E Don't add duplicates to the Media Set

[ Match only files in same location/path

"1 Eject tapes and discs when script is complete

Creating a Verify Script

A Verify script allows you to specify a Media Set and run a verification onit, ensuring that the files and
foldersinthe Media Set correspond to the files and folders on the Sources.

Verification scripts provide the ability to schedule Media Set media verification. This “offline
verification” is a useful tool for maximizing your backup window. For example, if your backup script is
unable to complete during the evening when users are away from their computers, you can choose “No
verification” for the backup script, then schedule a separate verification script to runin the morning.
Since the backup script no longerincludes a verification phase, it will finish more quickly.

Whenever possible, verification scripts verify data on Media Set media by comparing the filesin the
source Media Set to MD5 digests generated during the backup. This means that Retrospect does not
need to access the backed up source volumes, which prevents slowdowns on those volumes.

In certain circumstances, Retrospect does not have access to MD5 digests generated during backup.
Thisis true for any backups that took place when Retrospect’s “Generate MD5 digests during backup
operations” preference was disabled. Inthese cases, Retrospect still checks all files on the Media Set
media to make sure that they are atleast readable, but without the MD5 digests, Retrospect cannot
determine the integrity of these files.

Note: Verification scripts do require you to reinsert media when verifying backups that span media.
To create a Verify script, follow these steps:

Inthe Retrospect console’s Sidebar, click Scripts.
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Inthe List View Toolbar, click the Add button. The Script dialog appears.
In the Script Name field, enter a name for your new Verifying script.

Make sure that the Utility category is selected, then click Verifying in the script types list on the
right side of the dialog, then click Add. The new script appearsin thelist, witharediconnexttoit,
indicating that the scriptis not complete. Below, in the Details area of the Summary tab, you can
see thatitis blank, telling you that you need to specify the Media Set(s) you wish to verify, and if
necessary, to schedule the script.

Click the Media Sets tab. From the list of Media Sets, choose one or more by clicking the
checkboxes next to them.

Click the Schedule tab. If you want the Verify script to execute at some regularinterval, click the
Plus (+) button to create a schedule, then set the schedule’s options. Youdo nothave toseta
schedule forthe script; you might prefernot to, if this utility script will only need to be run
occasionally, you can execute it manually by clicking the Run buttonin the toolbar.

Click the Options tab, then set the script options you desire. See “Verify Script Options” formore
information.

Verify Script Options

There are only two options available for Verify scripts, both of which are off by default:

Verify entire Media Set: By default, Verify scripts only verify data not previously verified using the verify
script. Use this option to force verification of the entire Media Set with each execution of the script.

Eject tapes and disks when scriptis complete: Once a script has run, this option tells Retrospect to
eject any tapes ordiscs thatit accessed during the script.

Creating a Groom Script

Groom scripts provide the ability to schedule a time to reclaim disk space. When a Groom script runs,
Retrospect deletes older files and folders from the source disk Media Set(s) based onits specified
grooming policy. Inthe absence of a Groom script, Retrospect won’t delete older files and folders until
it requires more disk space. Groom scripts have no options.

To create a Groom script, follow these steps:
Inthe Retrospect console’s Sidebar, click Scripts.
Inthe List View Toolbar, click the Add button. The Script dialog appears.
Inthe Script Name field, enter a name foryour new Groom script.

Make sure that the Utility category is selected, then click Groomin the script types list on the right
side of the dialog, then click Add. The new script appearsin the list, witharediconnext toit,
indicating that the scriptis not complete. Below, in the Details area of the Summary tab, you can
see thatitis blank, telling you that you need to specify the Media Set(s) youwish to groom, and if
necessary, to schedule the script.
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Click the Media Sets tab. From the list of Media Sets, choose one or more by clicking the
checkboxes next to them.

Click the Schedule tab. If you want the Groom script to execute at some regularinterval, click the
Plus (+) button to create a schedule, then set the schedule’s options. You do nothave to seta
schedule for the script; you might prefernot to, if this utility script will only need to be run
occasionally, you can execute it manually by clicking the Run buttonin the toolbar.

Duplicating Scripts

You don't always have to create a script from scratch. If you already have a script thatis similar to the
one you want to create, simply duplicate that script, then modify it as necessary.

To duplicate a script, follow these steps:
Inthe Retrospect console’s Sidebar, click Scripts.
In the list of scripts, click to select the one you want to duplicate.

In the toolbar, click the Duplicate button. Retrospect asks you to name the new script, and gives
you a default name of “script name Copy.” Enter a name for the new script and click Duplicate. The
new script appears in the scripts list.

Click on each of the tabs in the script’s detail area and make the changes that you desire.

Filtering the contents of a past backup

While reviewing the contents of a past backup, you now have the option to view only the contents of
the latest session. Double-click the name of a past backup to open the file list panel. To filter the list,
select the Show copied files only check box.
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Chapter 8

Cloud Backup

Retrospect Backup allows you to protect your datain the cloud with seamless integration with the
following unique features:

Multiple Providers: Retrospect supports more than twenty cloud storage providers, located around
the world, for affordable fast offsite storage.

No Lock-In: Migrate backups from one cloud to another with a simple transfer, all within Retrospect.

Zero-Knowledge Security: With AES-256 encryptionin-transit and at-rest, only customers can
access theirbackups, no matter where they store them.

Fast Upload: Retrospect can saturate any connection with multiple simultaneous backups orrestores.

Every edition of Retrospect, from Solo to Multi Server, supports backing up to the following cloud
services.

Below is a step-by-step guide forintegrating Amazon S3 into your workflow. See our Knowledgebase
formany more step-by-step guides to other cloud storage providers.

Amazon S3 Account Setup Guide

Amazon S3 provides alow-cost, scalable cloud storage location for secure off-site data protection. It
offersafree tiertoits cloud services thatincludes 5GB of storage for ayear. Retrospect 11and higher
for Windows and Retrospect 13 and higher for Mac are certified for Amazon S3. Follow these step-by-
stepinstructions for setting up an Amazon S3 account, configuring a storage location (called a
"bucket"), and creating a set of security credentials (an Access Key and a Secret Key, similarto a
username and password).

See the following video or the steps below to quickly create an Amazon AWS account.
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Visit Amazon AWS to start the account creation process and click "Create an AWS Account”.
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Start Building on AWS Today

Whether you're looking for compute power, database storage, content delivery,
or other functionality, AWS has the services to help you build sophisticated
applications with increased flexibility, scalability and reliability

Create a Free Account

View AWS Free Tier Details »

GET STARTED TODAY

Everything you need to get started on AWS—for a low, predictable price

Instantly get access to the AWS Free Tier Explore and learn with simple tutorials Begin building with step-by-step guides to help
you launch your AWS project
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Complete the contactinformation form.
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o0e® < [im] portal.aws.amazon.com <

Contact Information

Al fields are required.
Please select the account type and complete the fields below with your contact details.

Account type @

© Professional Personal

Full name
Company name
Phone number
Country/Region

United States 4

Address

City

State / Province or region

(=4

Complete the paymentinformation form.

e0e® < [im] portal.aws.amazon.com <

Payment Information

Please type your payment information so we can verify your identity. We will not charge
you unless your usage exceeds the AWS Free Tier Limits. Review frequently asked
questions for more information.

Credit/Debit card number

Expiration date

08 s 2019 ]

Cardholder's name

Billing address
© Use my contact address

1547 Palos Verdes Mall Suite 155
Walnut Creek CA 94597
us

Use a new address

Secure Submit

©2019 Amazon Web Services, Inc. or ts afflates. Al rights reserved.

Privacy Policy  Termsof Use  Sign Out

(=4

Complete the identity verification.
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portal.aws.amazon.com 9]

Confirm your identity

Before you can use your AWS account, you must verify your phone number. When you
continue, the AWS automated system will contact you with a verification code.

How should we send you the
verification code?

© Text message (SMS) Voice call
Country or region code

United States (+1) v

Cell Phone Number

Security check

o

Send SMS

©2019 Amazon Web Senvices, Inc. or ts affiates. Al rights reserved.
Privacy Policy  Termsof Use  Sign Out

(=4

Select an appropriate Support Plan.

portal.aws.amazon.com

Select a Support Plan

AWS offers a selection of support plans to meet your needs. Choose the support plan
that best aligns with your AWS usage. Learn more

Basic Plan Developer Plan Business Plan
Free From $29/month From $100/month
o Included with all « For early adoption, « For production
accounts testing and development workloads & business-

critical dependencies

24/7 self-service access Email access to AWS.

to forums and resources Support during business s 24/7 chat, phone, and
email access to AWS
o Best practice checks to Support
help improve security « 1 primary contact can
and performance open an uniimited « Unlimited contacts can
number of support cases open an unlimited
o Access to health status number of support cases
and notifications « 12-hour response time

for nonproduction 1-hour response time for
systems production systems

Need Enterprise level support?

Gontact your account manager for additional information on running business and mission
critical-workloads on AWS (starting at $15,000/month). Learn more

© 2019 Amazon Web Services, Inc. or ts affiates. Al rights reserved.

Privacy Policy  Terms of Use  Sign Out

(=4

The new accountis created. You're ready to set up the storage location.
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e0e® < im] # aws.amazon.com ¢

(=4
[}
i

aws Contact Sales  Support ¥ English ¥ My Account v Sign In to the Console
p —

Products Solutions Pricing Documentation Learn Partner Network ~AWS Marketplace Explore More  Q

Welcome to Amazon Web Services

a . . . Get started with the AWS Command Line Interface >>
Thank you for creating an Amazon Web Services Account. We are activating your

account, which should only take a few minutes. You will receive an email when this is
complete.

Personalize Your Experience

Fill in the blanks below to receive recommendations catered to your role and interests.
My role is: v

| am interested in: v

Submit

Try a Tutorial on the Free Tier

COMPUTE

/y LaunchaLinux Virtual /y Deploy Docker /1 Runa Serverless

Storage Setup Guide
Now we will create a bucket that Retrospect can use to store backups.

Loginto AWS Console.

o]

AWS storage
o )

e0e < [em] @ signin.aws.amazon.com S

aws

=4 +

Signin e
Email address of your AWS account

Or to sign in as an 1AM user, enter your
account ID or account alias instead.

I )
S —

New to AWS?

Create a new AWS account Learn more »

Migrate data quickly to AWS

Transfer data up to 10x faster with AWS DataSync

About Amazon.com Sign In

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use of this site is governed by our
Terms of Use and Privacy Policy linked below. Your use of Amazon Web Services products and services is governed by the AWS Customer Agreement linked below unless you
have entered into a separate agreement with Amazon Web Services or an AWS Value Added Reseller to purchase these products and services. The AWS Customer Agreement
was updated on March 31, 2017. For more information about these updates, see Recent Changes.

©2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. Terms of Use | Privacy Policy | AWS Customer Agreement English v

Searchfor S3 and select.
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e0e < 8] A us-east-2.console.aws.amazon.com O th § 3 +
Services v Resource Groups v * storcentric v Ohio v  Support v
AWS services Access resources on the go
Find Services ) Access the Management Console using the AWS
You can enter names, keywords or acronyms. Console Mobile App. Learn more [
Q —
> All services Explore AWS
Amazon SageMaker
Build a solution Machine learning for every developer and data
Get started with simple wizards and automated workFflows. scientist. Learn more [4
Launch a virtual machine Build a web app Build using virtual servers Data Lake Storage
With EC2 With Elastic Be talk With Lightsail
! R ! X astic Beansta ! .Ig sal Build your data lake on the most secure, durable, and
2-3 minutes 6 minutes 1-2 minutes scalable storage. Learn more [2
{:E: @ Amazon RDS
Set up, operate, and scale your relational database in the
cloud. Learn more [2
Connect an loT device Start a development Register a domain
i roject i
With AWS loT P ) . With Route 53 Visit AWS around the world at a Summit
5 minutes With CodeStar 3 minutes o .
5 minutes AWS Global Summits bring the cloud computing
community together to connect, collaborate, and learn
howt AWE 1 ra

Click "Create Bucket".

G
(=4
[}

e0e® < [im] # console.aws.amazon.com

aWS, Services v  Resource Groups v * [\ storcentric v  Global v  Support v

Prevent S3 objects from being deleted for a predefined retention period with S3 Object Lock. Learn more » Documentation

Amazon S3

| Buckets ‘ S3 buckets X Discover the console

Batch operations
a | [ Araccess ypes .

Block public access
(account settings) + Create bucket 0 Buckets Okegons &

Feature spotlight @)

You do not have any buckets. Here is how to get started with Amazon S3.

Ay

©

2o

Set up your
Create a new bucket Upload your data permissions
Buckets are globally unique After you create a bucket, you can By LI, G il = ErEnED
- " - obiject are private, but you can set
containers for everything that you upload your objects (for example, T
N 9 . up access control policies to grant
store in Amazon S3. your photo or video files). oeS
permissions to others.
Learn more Learn more Learn more

@ Feedback (@ English 08 - 2019, Amazon Web Servic Privacy Policy  Terms of Use

Typeinanappropriate name for the bucket. Note that these are globally-unique names.
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oo e < # console.aws.amazon.com Sl a

Create bucket

@ Name and region @ Configure options @ Set permissions

Name and region

Bucket name

Enter DNS-compliant bucket name

Region

US East (Ohio)

Copy settings from an existing bucket

You have no buckets 0 Buckets

Continue through the rest of the wizard with default options.

e0e® < [im] # console.aws.amazon.com (] a

Create bucket

@ Name and region @ Configure options @ Set permissions

Properties
Versioning
B Keep all versions of an object in the same bucket

Server access logging

B Log requests for access to your bucket.

Tags
You can use tags to track project costs. =

Object-level logging
B Record object-level API activity using AWS CloudTrail for an additional cost. See

Default encryption

B Automatically encrypt objects when they are stored in S3

» Advanced settings
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# console.aws.amazon.com

Create bucket

@ Name and region @ Configure options @ Set permissions

Note: You can grant access to specific users after you create the bucket.
Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, or both. In order to ensure that public access to all your
S8 buckets and objects is blocked, turn on Block all public access. These settings apply only to this bucket. AWS recommends that you turn on Block all
public access, but before applying any of these settings, ensure that your applications will work correctly without public access. If you require some Ie\e\ of
public access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use cases.

Block all public access

Turning this setting on is the same as turning on all four settings below. Each of the following independent of one another.

M Block public access to buckets and objects granted through new access control lists (ACLs)
S8 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public ac

setting doesn’ ting permissions that allow public access to S3 resous ing ACI

B Block public access to buckets and objects granted through any access control lists (ACLs)
53 will ignore all ACLSs that grant pul to b and objects.

B Block public access to buckets and objects granted through new public bucket policies
S3 will block new bucket policies that grant public access to buckets a s setting doesn X s public access to S3 resources

Ml Block public and cross-account access to buckets and objects through any public bucket policies
vill ignore public and cross-account access for buckets with policies that grant public act 0 buckets and object:

(=)

=2

o0 e < [im] & console.aws.amazon.com [

Create bucket

@ Name and region @ Configure options @ Set permissions

Name and region

Bucket name rs

Options

Versi g

Server access logging
Tagging

Object-level logging

Default encryption
CloudWatch request metrics
Object lock

Permissions

Block all public access
On

Block public access to buckets and objects granted through new access control lists (ACLs)
On

Your bucketis nowready. In Retrospect, the "Path"is s3.amazonaws.com/your bucket name.Next,

you need a set of security credentials for Retrospect to use to accessit.
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e0e® < im] # console.aws.amazon.com ¢t a +

Services v Resource Groups v * storcentric v  Global v  Support v

Amazon S3 > rs-demo-test

>
Overview
&, Upload [l + Create folder US East (Ohio) &

This bucket is empty. Upload new objects to g